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is to create a culture of cyber security and safety awareness by providing the knowledge and
tools necessary to prevent cyber crime atatks.
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andHigher Education

About Stay Safe Online
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Foreword
Why study what schools are teaching to children about cyber crime and cyber security?

The answer is simple. We now live in the digital era and young people toddewfie first to

grow up with the Internet as an integral part of their lives. If we are going to so openly allow
technology into our lives, we need to be sure that we are doing everything possible to teach
children how to be safe and secure online. Welnegrovide a framwork for young people to

make good decisions about their online behavior and use this amazing technologyilsBspons
The bar should be set high with the goal of teaching cyber security, cyber ethics, and eyber saf
ty until it becomesecond nature just like looking both ways before crossing the street ok-buc

ling seat belts in a car.

Children are connected tothet er net at home, at school and w
shunning traditional communication methods and reptatiiem with instant and text megsa

ing, they keep their friends posted on their activities and whereabouts with social networking,

they play games against people across the globe, and they bstethet to find and play wsic,

watch movies and T.V. Tehers and parents need to find ways to make sure that young people

have the tools in place and adopt the behaviors that can protect them.

Schools are a natural partner, along with parents and othergewing organizations, to teach

cyber safety and cybesecurity. Responsibility to teach cyber security and safety stems from
more than the traditional role schools have played in teaching safety deenhiSchools have
embraced the digital age as well through increasingly connectedboliass. Websitedistservs

and other online tools are used for educational purposes and to keep students, parents and the
community informed. As with any other classroom tool that poses potential risk (for example,
from scissors to Bunsen burners), the firsséms shoul be about safety, and there should be a

high level of confidence that studentderstand and have incorporated safe practices.

The goal of this study was look at how cyber safety, cyber security and cyber sthes are

being addressed through théhgol systems. What topics are making their way into thesclas
room, whodods teaching them and what tools are
topics? Do teachers feel prepared to educate students about these issues? All teachers must u
derstanchow cyber security and safety fits within their classroom and their educaticssabmi

Digital literacy and 2% century technology skills are critical for the success of oudretil This
study creates a baseline from which we can measure our prognessl fully integrating age
and developmentally appropriate cyber security, cyber ethics, and cyber safety education.

Michael Kaiser
Executive Director
National Cyber Security Alliance
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Executive Summary

Introduction | believe all the issues discussed in this survey tqg
important and viable to the current canvass of @
Information technology has movdmkyond a | society. Students are becoming more and mare
luxury solely for the business world, teed | gulfed in the cyber world and | fear that many
come an integral part of the modern world; i e are getting lost Wi no guidance for making
. . . correct choices. | applaud any efforts to make th
is ubiquitous outside the formal classroortt se| jssyes a more important and frequently addres
ting and isbecominga universal part of the-K | concern of every student body across America!
12 environment. Technology clearly has (Northeast Educatpr
brought a large number giositive effects to
the educational community, includingmi
proved access to information, improved gim
lation capabilities, hanced productivity, and
a means to provide teweology-based assistive
support. In spite of these advances, technolo

has also lwught chdenges.

gambling; author fabricat
A Million Little Pieces recent instances of

students cheating on national SAT and AP e

ams; and students hacking into school systems

to change grass or check on college agee

Pince statusStudies conducted over the past

several decades indicate that9®3% of cd-

I lege students havadmitted to academic sh
The power and possibilities that teChm).lo.gyhonesty' The Center for Academic Intety
affords students comes with drawbacksni i reports that nearly 75% of high schooli-st

a}ppropriately.used,. whether such use isrinte dents adntito academic dishonestj study
tional or unintentional. Improving student conducted in 2000 ar@001. of 4500 students

knowledge and awareness of Cyberethios, C 5 o5 high schoolgevealed that 74% admitted

bersafety and Cybesecurity (C3) concepts to chesing on a major exai The National

will provide them V\.”th the means to protect rime Revention Council reports that 43% of
themselves, and will enhance the safety an

ens have been victims of cyballying in

_securlggof ourbrﬁthnal lnfraslttructngurttur-tt the last yeal’ Ethical and moral decisions are
ing a C3 sensibility is every bit as important 0, « '« "t v  ng t hr ougdhexmt t he

purfuture astedinology training. We ”ee‘?' aN rience. In the 2005 Pelmternetand American
integrated approacto developa technolog Life report, Protecting Teens Online4% of
cally-savvy wokforce t.h"?‘t understarllds. the online teens (ages 417) stated that they do
context and usage of digital communication a%wings online that they svu | d n 6t want

‘f’Ve"t?‘S tT.f n_lF';]s and (tj)oflts be?}'nd ng'gg_ antarents to know about, and 79% stated that
unctionality. e need for enhance 'they arenaot careful enou

structio_n is evidgnt by recent m_e_d'm:us ON " information about theselves onling
the topic. Cheating and ethics \atbns have

been at the forefront of news in all facets ofO
our society the collapse of Enron and
WorldCom corporations amid fraud and hsi

nly recently has Cybersecurity awareness in
the educational setting made it to the radar
o . . screen. Yet, the Fedérdrade Commission
er tr_admg, NUMETOUS world sports figures | (FTC) report$ that for the seventh year in a
cluding track and field, faball, and baseball, row, identity theft tops the list of consumer

have admitted to sterold/HGH use and/orfraud, and identity theft affects more than 10

1



million people every yearepresenting anma  progress.This study ugd both qualigtive and
nual cost to the economy of $50 billionldo quantitative datand focused an

lars. Keyfindings from the 2007 CSI Qo

puter Crime and Security Survéyf IT sew- f What is the nature and extent of C3 tear

rity administrators (primarily government ing in U.S. K12 schools?
agencies and large camationg, found one 1 Who are the major providers of C3 content
fifth suffered one or more kind of security-i in U.S. K-12 schools?

cident and most friem qhdi Is ahe Bedckived impoktahc® ®KG30
nancial fraud overtook virus attacks as the content for U.S. K12 school programs?

source of the greatest financial losses, and i T What content is being delivered to edtc
sider abuse of network or email edged aut v tors, and how is it being taught?

rus incidents as the most prevalent security q\yhat, if any, are the issues and barriers
problem. SANS" listed web browser sedty, that impede the delivery of C3 content in
phishing and pharming attachmenésnd un- U.S. K-12 school pograms?

encrypted laptops as juditree out of twenty

top securjty risks of 2007. For 20_08, G_eorgiaData were gathered from a wbbsd survey,
Techos I nformati ofivesS gaglbd sgeﬁifica@ff& thi prOeipuantt P
emeging cyber threats included Web 2.0 andyyiye” gatawere supplied by1569 educators
clientside attacks, targeted messaging attack§,,q g4 technology coordinat Educators
Botnets and threats tamobile convergence ,nqjocal education agency.EA) technology
and Radio Frequency Identifications®ms.”  qqrdirgtors/directorsalso responded tan

Google has stepped up its vigilance to reporypenended survey questicallowing them to
webpages containing nvedre Google est  anter their own words in a text box. Qualit
mates that more than 1% of all search result§ e gata were collected by group and indivi

contained at least one result that point toimal | interviews A total of 219 educater local
) X ) . )
cious contat.” Denial of Service attacks,i-v education agenci es 6

ruses, worms, Trojan horses, and computgfcoordinators and state technology dire
fraud cost the country billions of dollars eachyyrs and/or their rresentatives participated in
year. In almost all cases, security reCOMMe hage focus groups. Arrangements were made
dations for reducing the incidences of prRa ¢4 individual inteviews for participants who
propriate or unsafetechnology use included \;5nted to share but weraable to make the

fuser educatiuomo as agdkEouptds and times. Focus groups and

interviews lasted between one hour and one
The Survey Purpose and Process hou and 20 rimutes.

In 2008, a survey was conducted eérplore Key Findings
the nature ofCyberethics, Cybersafetyand

Cybersecurity €3) educational awareness acrgss the board, this survey found the state
pdlicies, initietives, curriculum and practices of C3 education to bencomplete Content is
currently taking place in the U.S. public and |jmiteq, teachers do not feel comfortable with
private K-12 educational settingShe study he tqics, and standards which set the stage
est_abllshes baselindata on C3 awareness ¢o content coverage only peripheratliscuss
which can be used f@rogram design anés 8 e issuesThe following is a brief summary
foundation for future studiesn either expad- ¢ survey results andncludes some of the

ing particular subject areas or examiningeomments made by those surveyed and-inte

(SN



viewed More cetailed results of the survey for violations downloading isnot allowed

can be found in Sectionst@5. studentscan only go to preselected and Ifi
tered websitesand/or no email access al-
What 6s happening? lowed. This methodology relies on prevention

rather than proactive promotion of C3rpri
Currently, as perceivedy educators, students ciples.
receive little to no training on topics related to
Cyberethics, Cybersafetyor Cybersecurity. The education comunity today is driven by
Data indicate that states and local edticm standards and assessments whicloaegseen
agecies, as viewed by educators, place thby national, state, and local mmunities and
majority of responsibilityfor conveyingC3 are the basis for the curricula which are
conent to studentén the hands of educators. taught The school day is busy, and teachers
In practice, this responsibilitig not necessar are reluctant to include any topics which are
ly translated to actigrthe content is not nma  not specifically mandated or assessed. In the
dated and teachers feel unprepared to coveducational arenastandards serve as the
the topics Some mformation, primarily gtical  guideline for content coverage. dfeology
issues (copyright, downdmling and plagi=# st andards are no exceptio
ism), may be conveyed in Acceptable UseTechnology Counts 20(Heportindicated that
Pdicies (AUP) and/or student handbogks the majority of states had adopted student
however, comprehending theférmation is technology standardsguidelines of what
often left as an independent activity for thetechndogy skills students should be aware of
student. The paties are issued to the studentsand what they should be alite do with teb-
and covered brieflyat the beginning of the nology. At the time ofhis study all states x
year As discussed in Section 3 Table83the cept three had student technology standards in
coverage of C3 topicscludedin AUP and place. Out of the total, 16 states hacgnated
student handbooks ranges from 27% up ttéechnology within the standards of othen€o
73.9%, deperidg on thesubject While some tent areas, while 32 have adopted stand alone
items are included within AUP and studenttechrology staadards™
handbooks, mostistussions are limited to
restrictions on the use of the sch®dIT infra-  Although technology standards have been i
structure, and conveyntited insights on the corporated within state and local standards,
topics. these standardgas reported by survey respo

dentd predominantlyfocus onskills and are
In some instances a limited view of Cylsers often silent on C3 issues. Standards do not
fety is coveredgenerally from outside prese seem to be coverg the gmut of C3 topics,
ters Participants indicated that menttions and do not keep up with chang&snce these
were usually stand | on e, o f t e nissué@sare eissing frore standards, and are not
assemblies oeventswhich were narrowlyd- being &sessed, they are left out of classroom
cused. Topics listed as being addressed pecinstruction This is a recurring theme in the
ically dealt withInternetpredators, cybertbu following comments offered byespondents.
lying, precautions when using social network[See also Section 3]

sites, amd gfesnpaigesmger d

Interesting to see how little we cover these
Feedback indicates thatteols/school d- issues in our district (Southwest LEA
tricts often only addressCybersafety and Technology Coordiaor/Director)

bersecurity by limiting accessaand opportunity



| feel that these issues are viewed as "not While | can't say these things have- o

important” by the districtThey are more curred, | am aware my students are very
focused on teaching standardrgaulums active online Therefore they must have
that pertain to state test score€yber been exposetb these kinds of thing8y
"anything" is viewed as nerelevant or in large our district does little or no cyber

not the districtos redgionfbSesuhwest Edudatgr) t o t each.
(Northwest LEA Technology Coordia-

tor/Director) | am not sure if students are getting C3
thru current __ programbut most si-

Interesting topics. Have not thought of dents appear not to be informed/aware of

them here at schodlSoutheasEductor) these areas of concer(Souhwest Edua-

tor)
We do a pretty good job protectingust
dents when they are on our own network | also am unsure as to how many of these
within the school and address issuesueg issues are addressed in the schools.
larly dealing with acceptable usewe (Southwest Eduator)
don't do well teaching them how to &n
tion safely and ethically OUTSIDE of the My school district does not really echte
school enwonment. (Northwest LEA students on how to avoid all thelsgernet
Technology Coorghator/Director) pitfalls, but rather, has a very thorough
blocking pactice which just doesn't let
We are developing lessons to incorporate anyone get on anything, pretty much.
this into content coursesbut it needs to (Southwest LEA Technology Coordia-
be required and monitored to ensure it is  tor/Directol)
done.(Southeast Educator)
It seems to me that our district places a lot
To the best of my knowledge we have NO of emphasis on protecting users from i

program in place to educate adults oust appropriate sites by blocking on a wid
dents in regards to cyber anything. spread basisTheae is little or no curria-
(Southwest Educator) lum dealing with teaching HOW to use

technology appropriately. (Southwest
In my elementary school we rarely discuss LEA Technology Coordiaor/Director)
any of these topics. We use the computer
mostly to do learning programs that are  How do English Language Learnersopr
webbased or just loaded onto a specifi tect themselves within cyberspace? My
computer The students rarely use the web  students have English as a second-la
to do research or any other type of activity guage ad are just getting into computer
than the controlled, prselected po- technology but have not had training in
grams. There is a strong filter that denies  their languagels it available?(Soutwest
access to any blog site and most contr Educator)
versial sites(Southwest Eduator)

Although | have used and have had dhil

Very little information of this type is ge ren in my classrooms using computers for
erally available to our school population, the m@st 20 years these topics have e-
either teachers or studentgNorthwest ceived ery little attention during techrto
Educator) ogy training for classroom teachers. The



district does address some of these issudle individual teacher, most feel the specifics
like safety | think, but I don't know how. of how to carectly cite and reference should
(Northwest Edcator) be left in the hands of the media specialist or
English teacher. Additionally, some w@tors
We have had many community workshopbave expressed frustrationitiv policy en-
done by members of the local polide- forcement related to issues such as plagiarism
partment for parents, educators andi-st They sometimes choose not to pursueaol
dents about the dangers of theternet tors, as parents defend their children and
(Southwest LEA Technology Coordin sometimes threaten legal actioBchool ad-
tor/Director) ministrators areoften reluctant to face such
conflicts, and in manycases fail to support
We have had the police department send itheir teachers. [S#on 3 and 4]
a speaker to discuskhternet safety with

the stdents (Northeast Educator) Much of what you survey here has nothing
to do with teachers. It is the sole respens
| have taught an age appropriate Net bility of students and parentgNortheast

matz safety lesson with my classes. Educator)
(Northeast Eduator)

We deal more with parent educationneo
Most of the focus has been on stranger cerning these issues aur grade levels.
danger él do not t hi n(Southagast ieA Keshnologyl Coordini t h

studentgNorthwest Educator) tor/Director)
| have partnered with the local policeed At first grade we mainly rely on parents
partment to presnt the last 5 years  and supervise them on the computer lab.

in one day workshops with all 6th graders  (Northwest Educator)
in our school district.(Northwest Edue-

tor) We teach cyberethics and safety in the |
brary but not all classes participate.
Whoés Job is it? (Southwest Eduetor)
Most survey participants indicatetiat C3 in- Educating parents, not just educators
struction has been placed in the hands of the needs to be considered since most of the
educators However more than halfof the inappropriate uses of technology occurs at
educator respondentsindicate theydo not home (Northeast Educator)

know how their school informs their students

about a variety of issues including protecting, Multiple methods of informing staff,ust
identifying, and responding to cybercrime dents and parents are really needed
(e.g. identity theft, predators, cyhamullying) (Northwest LEA Tehnology Coordia-
and how to identify sigs of documents and tor/Director)

emails containing viruseé&dditionally, many

respond theylo not feel that C3opics should Preparation

be their job; they feel it should be covered by

parents While the majority of educators This baseline survey sought to obtain infarm
perceive the task of covering ethical issuestion regarding knowledge gaps from the ger
such aglagiarism to be the responslity of  pective of educators themselvd3o they feel



well enough informed to broach these subjectbormal or informal Survey results indicate

with their students? Are they labto model

that 90% of educators have received less than

best practices in school and in their dailysix hours of professional development on C3
lives? How much exposure do teachers havipicsin the lasttwelve months Across the

to C3 related topics? The survey revealethoard, both educators and technology coord
educators feel Hprepared to discuss C3 topicsnators indicated a need for professional tleve

with their studentsFor Cybersecurity, 67%f
respondentsexeal they do not know how to
update antvirus, spyware, and anspam fi-
ters, and 52% do not know how to instgh-o
erating sgtem patchesOver 25% are not at

opment and spéed a preference for formal
instruction to be delivered as iservice tran-
ing. Although not as desirable, fanformal
content delivery, 69.2% of educators, and
84.0% of technology coondators indicated

all prepared to discuss basic Cybersafaty i that they prefer digital media as the means to
sues such as what to do when receivingran ureceive updated C3formation. [Section 5]

solicited enail. Surprisingly, 75% of educ

tors feel uncomfortable discussing toptbsit

have hadsignificant public attetion, such as
cyberbullying [Section 4]

| feel very inadequate in this entire area
and really need training(Northeast Ed-
cator)

| am not knowledgeable about any cyber More specific training and lesson obje

topics.(Northeast Educator)

| need to learn more on all theseeals
myself(Northwest Educator)

| thought | was kind of informed and up on

things with regard to thénternet | see I'm

not at all upto-date | hope to share this
with our tech director(Northwest Edua-

tor)

| have tried to understand cyberbullying
by going to myspace.com but | didn't know

what to do next(Northwest Educator)

After doing your survey | feel our
staff/students do not know enough to-pr

tect them and it scares méSouthwest
Educator)

| had no idea how much | didn't know. It's

scary.(Souttwest Educator)

Training

tives would be very helpfulteach a can-
puter technology class, and would find
more information and/or training very
useful. (Southeast Hatator)

I would really like to know more about this
topic as | would like to work with older
students and | am sure the problem is fi
tering to lower and lower grade levels.
(Southeast Educator)

This survey has caused me to think about
all that |1 do not knowl hope that this su

vey results in cyber education fos ed-
cators! (Southeast Hatator)

| wish our district would provide much
more of this type of training. It is impo
tant and a constant issugsoutheast Hat
cator)

Without a personal interest in technology,
it's difficult to get enough information

In order to be prepared to address C3 issues, through professional development viker
clearly educators need more training, either



shops to be ready to teach this infarm
tion. (Northwest Eduator)

| would like to have more training and a
person within the school district to ask
guestions when | have concerriSout-
west Educator)

| feel that in my positin, Technology Imet
gration at the school level, professional
develgment on all 3 areas discussed here
would be very beneficial would definie-

ly take part in the opportunity if it were
within a reasonable distance from mg-di
trict--or IN my district.(Southwest Edua-
tor)

Our district staff has hadery little tech-
nology training. (Northwest LEA Tehb-
nology Coadinator/Director)

Concern, Need and Want

This C3 BaselineSurvey wasextensive and
took participantsa significantamount of time

to complete Degite the length, over 1600
educators and codinators took the time to
complete the online componertdditionally,
219 educators anadal and state technology
directors felt the topic important enough, and
the aims of thisstudy compelling enough to
paricipate in focus groups for the survey
With all the demands on educators, thigh
rate of participatiorindicates the importance
of addressing these topics more thoroughly
The words of the respdents transmit this
message cleby.

This information allneeds to be taught in
the schools| hope your project protects
and informs studentg§Northeast Educator)

| think our principals and district superi
tendent would also find this interesting
(Northeast LEA Technology Coordin
tor/Director)

| would like b see more of a nationwide
initiative to help both educators and rpa
ents effectively monitor and guide chil
ren's digital communication(Northeast
LEA Technology Coordigor/Director)

This survey really made me want to ask
administrators to start havingrpgrams
on some of the cyber issug§outheast
LEA Technology Coordiaor/Director)

| would love to be able to better educate
my students about all of the factons- i
volved in C3. | definitely think this is a
worth-while cause that needs to bel-a
dressed rgularly and inrdepth with ai-
dents of all agegNortheast Eduator)

| look forward to more information from
you all and how | can take courses so |
can share with the students and staff at my
school Will modules be available this
summer? Will | be ableotobtain contimi-

ing education credit for them(Southeast
Educator)

Thank you for being willing to conduag-r
search; it is a very important endeavor.
(Northwest LEA Technology Coordin
tor/Director)

Thanks for addressing the
(Northwest Educator)

subject.

This is a major issue in today's schools
and it is important to develop programs so
teachers know how to address these issues
as they arise more and more frequently.
(Northeast LEA Technology Coordin
tor/Director)

Thanks for doing this survey. | am inte
estal in your findings. Please send out any
update emails to (Southwest
LEA Technology Coordiaor/Director)




| hope we patrticipants will get to see thefety awareness curriculaKa Internet safety)
results of this survey(Southwest LEA and cyberbullying Schools are expanding
Technology Coordiator/Director) their Acceptable Use Policies (AUP), PTA

groups are hostingafety assemblies, and a
Could you send the difient categories plethora ofInternet safety providersare en-
you've usedPSouthwest LEA Technology gaged in awreness gapaigns.
Coordnator/Director)

This survey attempdto better understand the
| would like to see a comprehensive plarievel of Cyberethics, Cybersafetygnd Cybe-
addressing thee issuesin all schools. security educational awareness policies, aniti
(Northwest LEA Technology Coordin tives, curriculum and practices currently ka
tor/Director) ing place in the U.S. public and private1®

educaibnal settingsThe resultsprovide val-
Our school district would love to see theable nformation into how state, regionand
finishedresults of the survey. Is this pess local institutions areddressing C3 awareness
ble? (Southwest LEA Technology Coard Input indicates thatinancial constraints, time
nator/Director) commitments, bureaucratic processasd an

already oveipacked curriclm agenda make
With all the African money scams, socialit difficult for schools to successfully pursue
networks, IM & chat rms, it's clear that C3 awaeness efforts at the level they believe
ethics, security, safety in cyberspace is as neessary.
critical substantive area(Southwest Ed-

cator) The National C3 Baseline Survey findings
confirm the need for expanded C3 awareness
Important topics(Northeast Educator) and training in the educational community.
This report describes how students receive
Conclusion awareness of Cyberethics, Cybersafeapd

Cybersecurity topics in the educationat-se

Past efforts in teacher education (both inting, and what specific C3 topics arel-a
service and prservice) have focused on dressed currently by local educational ge
teachers becoming knowledgeable abowt-spC i €S . Addi tionally, i nsi
cific instructional technologies. Teachertiec comfat levels, what topics present themselves
nology training has been aeed toward skills in the general educational setting, type and
dewelopment integration techniqueand pro- time commitment devoted to professionat d
viding studentswith handson opportunities to velopment toward C3 topics, perceived needs
use technologyHowever, his training has not ©of educators, andaming preferences of el
been complemented by a similaationalin-  cators was explored. If we look thrdughe
itiative on Cyberethics, Cybersafetand G-  eyes of educators, we see little C3 context b
bersearity (C3) content Teaching someone ing shared with students. Content delivery is

to drive is dangerous, unless yolsateach usually limited to onelay assemblies or ird
them the rules of the road. vidual lessons, and has printa focused on

filnternet safety Oparticularly emphasizing

The call for a national focus impactistudent online predators, not ahing personalinfor-

and educatoawareness and knowledge aboufnat i on and fAstranger dang
C3 efforts has surged recently. State legis| majority of educators indicate a lack of cenf

tion has startedo surface regarding Cybers dence regardin@yberethics, Cybersafetgnd



Cybersecurity issueg.hey admit to a limited Educational Telanology Policy Research and
awaseness about most C3 topics, and a lack obutreach ETPRQ organizationbelieves the
understading that prohibits them from sha findings represent the true state of C3 awar
ing information with students in either formal ness and education in thel2 comnunity.
classroom | essons or i n i nfor mal Afiteachabl e
moments 0 Nothing in this report opposes the upwelling
of educators and schools that are optimi$tica
The survey results indicate that the majority oty and effectively utilizing technology to @
educators (67%) arenteresed in learning mote learning, and engage and prepate st
more about C3 topics, atldatthey feelCybe-  dents for 21 Century demand$owever, this
rethics, Cybersafefyand Cybersecurityare trendis complemented by an increase irmco
important and critical componento using plexity of C3 concepts, educatioand -
technology appropriately Overall, 53.8% of forcement Therefore,this survey seeks td-i
respondentsindicate feelingill-prepared to Iluminate the gaps in current C3 policies,
talk about C3 topics, and for most Cybersecu awareness initiatives, curriculyrand pract-
ity topics, thgs rises to over 60%Educators es currently taking place in the U.S. public
have a strong desire to learn more aballt and private K12 educational settings, anceth
three areadyut feel they laclprofessional d-  reby help to move the agéa forward to d-
velopment opportunities. A comprehensive dress these problems in the gastages by
national approach to respand to the prdo- informing national policymakers and key
lem would aim to increase thminingoppa-  stakeholdersThe survey will also hopefully
tunities for educators, help bridge the gag b promote further discussion and studies around
tween existinginternetawareness curriculum these impdance issues.
partners, call for expanding content talude
a broader range of topics covefarticulaty Recommendations
safety and securily and include program
evaluation. More hanesn training opportur  The recommendations, hich follow, have
ties for educators (not just resources ard aemerged from the survey findings and reflect
semblies), and increased and-gming C3 the data reviewed across multiple methodol
awarenes®pportunities for youth throughout gies, merged with experience and discussions
the K-12 experience would provide themse with a variety of educators and policy makers.
prehensive effort needed to close the gap b These recommendations, although split into
tween danger and knowledge. separate topigsoverlap and reinforce each
other, and together make a coherent policy
As in all surveys, the conclusions are based oftamework to move aggressively forward to
responses frona cohort in this casepartid-  fill the C3 knowledge gapinterested stak
pating educatorsAlthough every effort was holders may want to pick and choose which
made to ensure a comprehensive set of @ducrecommendations to implemeniVhile this
tors were included in the survey, and thee d approach is undstandable in light of o day 6 s
mographics in Section 2 indicatais to be the funding constraints and full curricula, it
case, all surveys are limited by the true-ra should beusedwith caution A concerted and
domness of the participation and the extensunited effortis essential tokeep both our
bility of the survey to the population they childrenandour retional IT infrastructure safe
representBased on the statistics of the surveyand scure.
the interviews coducted, andhe considerable
experienceof those conducting the studihe



1. It Takes a Nation evolving education, for stlents, educators,
and parents
We need to g the info to kids and pa
ents Radio and TV are often, unfortueat In addition to classroom and teacher training,
ly their main media sourc&Ve are remiss public awareness can be enhanced through
if we do not have this type of informationefforts similar to therecent campaign®n
broadcasted on these medi@Northeast green energy technologies and obesity. Public
LEA Technology Coordiaor/Director) service announcements, talk shoasd news
coverage are needed. Some instructionally
The issues ofCyberethics,Cybersafety and oriented caoons talk about bullyingWhat
Cybersecuritycut across education, gower about adding cyberbullying and other C®-+o0
ment and industry and are imperative to bothics? Perhaps some of the toys included in fast
our success and our security in thé'ZIn- food meals could be developed toomote
tury. Providing information on these topics ethical, safeand secure technology usehe
should not be considered the domain of onlypossibilities are endlesSuccessan only e-
eduation. Resouces both content anflnds  sult frommultiple efforts thatincludes a vas-
need to be creatatiroughcrossdomain patr ty of partners dcused on the common goal
nerships.The husinesses and industies that protecting our children and our nation, and
aredriving technology advancemeantay be preparing for@morrow.
in the best pasion to provide the expertis@
areassuch aLCybersecurityFunding for ed- 2. C3 Framework
caton is always under pressyfait due to the
importance, funding should be created andschools tend to pick and chooséiich C3
allocated to assure these topics are @pprtopics to teach, and often only talk abowt-C
priatelyaddressed berehics (eg. plagiarism or cyberbullying
As revealed through survey findings, Cylzers
Impact requires a thrust using multiple meandety and Cybersecurity are virtually ignored in
Current efforts serve onlas a bandiid, as the educational settingyith the possible »xe
most instructions limited to policy staéments ception of a narn focus on predators. Tdac
in an AUP, signing a student code of conducing to a C3 framework, where Cyia¢hics,
packet, or atteding a onelay assembly. Cybersafetyand Cybersecurity are taught as a
While better than nothing, decades of researciwhole, yet spotlightinggachcomponerd sgm-
show singlecontact coverage, whether in theportance, pvides the opportunity for more
classroom or at oregme workshops for teée  complete coverager-or example, one might
ers, has little mpact. Ongoing instruction is need to lem security procedures to avoidvha
needed throughout the-K2 experiencestat- ing a computer vulnerable to atieak,as well
ing in the early grades(many teacher respe asthe ethical reasons not to hack into aneo
dents in this survey replied that C3 did npt a puter to change grades semrate focus gives
ply to them or their students since they were imise to better appreciation of the appropriate
elementary school), and otinuing through uses of technology and does harinp the -
high school. Middle school seems to be thesues under a vague headingmternetsafety
end of many assembly programs on thege to By spelling out particular elements under each
ics. However, changes in technology, newdomain educational institutionsan better d-
means of plagrism, and current safety and sign and address critical contefieachingthe
security concerns requirengoing and ever topicsas one, through branding suchdagital
citizenshp or cyberawarenesmakes it far too
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easy to check of,fahiteh eimethaspghe bestaeturn And saxenune ichpact.
only scratching the surface of individuab-d Yet complex topics such as thosapturedvi-
mains thin Cyberethics, Cybersafetynd Cybers-
curity are often covered in a single session
3. Reinterpretation of Technology Sta- Oneday assemblies are helpful, but thm-i
dards pact can be minimal given the plethora ofco
tent that needs to be covered and the difficulty
| consider myself basically computer @it in maintaining student focus in arssambly
rate. | am able to function with ynin class format. C3 topics need to bsupported by
computer to do attendance, input gradesmore caenprehensive content, taught using a
check email, respond to email, and do b variety of means over a longer #frame, and
sic Internet things like use a searchne refreshed as needs evolve.
gine That is about it(Southeast Edwator)
5. Professional Development for Teachers
Standards for both students and educators set a Must
expectations.Standards are a gdostating
point for most subject areas, but the pace of Although technology has brought many
change of technology creates a difficult leha positive things to education and hag-ce
lenge: how to keep standards up to date. Many tainly enhanced our knowledge base and
technology standards were finalized several access to content, it has also brought
years agdefore the advent ofuch issues as many challenges that are not positives

cyberbullying thraigh text messagestest educators it is time we become techneélog
sharing througltell phone camerasndiden- cally literate so that as a classroom téac
tify theft through social networking sites. er, we can embrace the power of the tools
While gandards areften broadbased to la and use themmstead of needing to spend
low flexibility for evolving concerns, they all our time policing. (Northwest LEA
need to be intpreted beyond the broadroke Technology Coordinator/Director)

basics tanake an impact. Perpathe solution
lies in more frequent updageto keep pace Just because a topic area is listed in a standard
with change. does not mean teachers are preparedoh

it. Educators see the need, want to learn more
In addition, just because there are technologgnd are willingto put in the effort to learn the
standards, teachers do not necessarily see it @8 content areas in order to pass the inf@rm
their job to address them, integrated into theition on to their students. Providing curriculum
primary content aa. All educators, admey  for studentss not enoughMany C3 issues did
trators, specialists and teachers need tomndenot exist when current educators were ieert
stand that teaching the technology standards feed. Teachers need training on Cylhres,
their responsibility. Cybersafetyand Cybersecurity fucs. It takes

more than a workshop; schools need ongoing
4. Comprehensive, Systemic and Seqone professional development which takes funding

tial Content Suggested and epertise. Much of this expertise needs to

come from outside the treidi o n a | Afeducat
Educators knowthat topics such affactions content domains édditional funding ande-
camot betaught ina day We know from de-  sources are needédth toprovide content for
ades of research that presenting materidt mulocal education agencies and to provide r
tiple times, in multiple wayssequaetially over lease time for teders to be trained, at a time
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where budgets for education are tight and. Policies Processes md Procedures
funding for technologyprofessional develn Beyond Printed Text

mentis dmost nonrexistent. If indeed national

security, eonomic welfare of citizens, safety The pace of change of technology requires
for youth and a more ethical behavior acrosscontinual updates to content and standards.
U.S. society isdesired then government, The technology portions of\cceptable Use
business/industry, and ediion need to team Policies AUPS) and student handbooks need
up to provide the needed informatiand e- to be updated yearlylnstructional content

sourcego our teachers. needsto be updated to reflect best practices
and lessons learnetiowever, if these were
6. Dondt Forget | nf or mdstribu®din printeddosm, budgets would be

strained to the breaking poirihstead, upda
| discuss C3 issues with girls in Girl ing digital resources of policy, procedusand
Scouts from grades 45 as well.(North-  content could lBow for more frejuent update
east Educator) Incorporating conments from employees via
listservs, blogs, and forums can enrich tie d
Programs through Boys and Girls Clubsii4 alogue and provide added value. Creating this
Boy Scouts, Girl Scouts, Parks and Recreatiodynamic digital information space may be
programs after school programming, an@-b critical to keeping up with technology
fore-andaftercare programs afprovideadd-  changes.
tional learning opportunitiert oday és yout h.
These potential content providers should noPolicies need to beeviewed to esurethat all
be overlookedas additional interventionpe employees (including teachers), students and
portunities. Howeverprogramleaders (bth  parents understanthem The topics need to
volunteer and professionalill need instra- be covered mor¢horoughlythanin a quick
tion in C3 topics, and can benefit fromepr oveview at the leginning of the yeawhen so
paredlearningmatrials and lessonfor their many other things are distracting from the
group Once again, members of the businessontet. The topics need to keddressedin
community can béappedto provide expertise ongoing instruction,both to ensurethat st-
andenhancehese teaching gortunitieswith  dents have the time and understandingnto i
realworld experienceandlessons. ternalize the information and thatew and
transferstuderts receive theinformation It is
Some teachers feel that C3 education is thienperative that consequences arduded and
responsibility of parentdHowever, manya- supported by administrators arsghool au-
entsare not prepared with the tools to deliverthorities (school boards anslperintendent)
information in these areaMany adults have Teacherssometimedseel unsupported and let
only limited computeriferacy, some lack the ethical violations go rather than follow -ill
language skills ofinancial resources to oke defined and nenforced policies.
come these limitation®\dults ininformal sé-
tings can assist educators in providing the i 8. IT Departments are Not the Silver Bu-
formation for students and in helping parents let
understand the importance.
Particulaly in the area of Cybersecurignd
to a lesser extenin Cybersafety, educators
believe they have no rold&educators perceive
that these issues are the domain of Itifer-
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mation technology IT) department, andgt in the curriculumand prepare themselves and
nore the tpics both in tle classroom and in the content for betteesults
their personal behaviorFor example, they
may assume all information on the schoolENDNOTES
network is secure Consequently,they use
weak passwordsshare their passwordsdd
unapproved softwareor allow others to use
their computersBecausethey do not rec@- ' Cyberethics, Cybersafety and Cybersecurity, referred to as
nize the dangergeachers sometimdsse the C3” is a Cyberawareness framework developed by Pruitt
tunity to inst t d ide. Th . Mentle, 2000. More about thdevelopment of the framework
opportunity 9'”3 I‘.UC ana guide. eY mISS can be found in Appendix A. Other Terms and dhyms can
the opportunity toinform studentswhy it is  be found in Appendix B.
ethically wrong to hack into the schoolme
puter to Change graddgser education is dsi " Goodwin, A. 2007. Exploring the Relationship between
. . Mor al reasoning and Studentoé Und
ical a~n_d th\epercept!on that IT departments Code Dissertation University of Mryland, 2007.
have fifixedo everythingor blocked inapm-
priate caoitent gives a fale sense of security i center for Academic Integrity Study: Student Cheating in
and unrealistic expeﬂton_ We need to make American High Schools. Donald L. McCabe May 2001
sure teachers understand their role in all C8t//www.academicintegrity.org/
area;. The imlted_ fQCUS O‘n' filtering and & The National Crime Prevention Coundttop Cyberbuy-
blocking andestablising policies that say no ing Before It Starts.
b|ogs or social ngtorks should give wayo a http://www.ncpc.orq/resources/enhancement
broader focus oindividual responsibilityfor ~ 2ssets/incoe._cms/eyberbullyipgl
using technology wisely. When mﬂen'gs leave See Pevinternetand American Life Project Reports: Fam
school t_hey need to k_now whbehaviors are |y, Friends and Community.
appropriate and effectiysothey are prepared http:/www.pevinternetorg/PPF/r/152/report_display.asp

for IT environments with less protectipand

can act esponsibly V' Federal Trade Commision 2007 Identity Fraud Survey R
port. Javelin Strategy and Research
http://www.privacyrights.org/ar/idtheftsurveys.htm#Jav2007

9. Recording and Reporting

Vi csl 2007 Computer Crime and Security Survey.
Althoughdocumenting current efforts across ahttp://www.gocsi.com/
local education agency or state is difficult, _ _
there is a need to record and report C3 contept> s TP 20 = 2007 Securlty Ricks.
being offered in schoolsimproving learning
'UC!Ude_S unde_rStandmg kr_]OW|_edge gapH-pr x rpe Georgia Tech Information Security Center (GTISC),
viding instruction, evaluating impact, ane-r Emerging ~ Cyber  Threats  Report  f2008.
designing mstruction This process is aided by http://www.gatech.edu/newsroom/release.html?id=1531
examiningbest practicesather than reinven X Niols P Aniial . cooalonine Secur
H Ho H H P lels Provos, AntiMalware Team. ooglenline ecurlty
ing content ImSOIatIO_n Analyzmg eXIS_tlng Blog. Feb. 11, 2008. All your iframe are point to us.
content canalso provide an opportunity for nttp:/googleonlinesecurity.blogspot.com/
professional developmerﬁrior to ugng exig- _http://qooqlepnlinesecuritv.bloqspot.com/2008/02mllhr-
ing curriculum in the classroonteachers can ‘Tamearepointto-us.html
assessvhetherthey have the perquisite kwe Education We e k6 s Technol ogy

ledge to teach it, it is havingan mpact, Why  pitp./mww.edweek.org/ewrtoc/2007/03/2@kx html
there are knovddge gaps for their students or

ttp://www.sans.org/top20/
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2

Methodology and Demographics

Today 6s s tinareasinglytechndogye
savvy and communicating andpend much
time interacting soelly online. In recognition
of the importance of technology in our s&ci
ty, the No Child Left Behind (NCLB) Act of
2001 requires | studentsto be technology
literate bythe eighth gradeStates are required
to determine the number aftudentsn public
schools who ardechnologically liteate and
report the rsults to the U.SDepartment of
Education.Although elect students may not
be digitaly literateas a consequence aifital
inequity issues, otherargue thenew geneas-
tion of students paessesn exceptional set of
IT skills and knowledge. However, beidgi-
tally literate is not all inclusive Technology
literacy, as interpreted by some local edtc
tion agencies and state departments of aduc
tion, extends only to skills and does not focus
on isswes of ethics, safety, and securiip
fact, limited efforts have dealt withpreparing

complaints at an estimated annual cost to
the U.S. economy of $50 billion Hars"

9 The 2007 McAfeeNational Cyber Secur

ty Alliance Online Safety Study findings
indicated fewer than one in four Amer
cans surveyed were fully protected against
viruses ad malware. Just 22% had anti
spyware software installed, an enabled
firewall, and antivirus protection with a
DAT file updated within the past week.
Fifty-four percentof the respondentser
ported that they had had a virus on their
computer, although theumber may be
higher as 15% indicated they were not
sure if they had a virus or not. Yet, 87% of
Americans surveyed stored important-pe
sonal information on their computee.g.
financials, health recorgdpersonal emails)
and 88% used their computers feens
tive activities such as banking and stock
trading.""

students to work with these three tenets in § The 2007 CSI Computer Crime and Gec

mind. Yet, numerousecent studies have 9po
lighted the ssues.

1 A study from the Center for Academig-|
tegrity reported thanhearly 75% of high
school students admit to academic dish
nesty"

1 The National Crime Prevention Council
reports that 43% of teens have beeg vi
tims of g/berbullying in the last yedl"

9 The Pewlnternetand American Life &-
port, Protecting Teens Onlinesiated that
79% of online teens (ages-12) indicated
they arenat careful enough when giving
out information about themselvesn-o
line."

1 The Federal Trade Commission reports

rity Survey indicated insider abuse oftne
work or email edged out virus incidents as

XVil

the most prevalent security ftem.

9 SANS listed web browser security, pims

ing and pharming attachmentnd une-
crypted laptops as jusitreeout of twenty
top security risks of 2007"

9 As the inclusion of mukimedia rich cao-

tent onthe Internetgrows, there is aimi-

lar expbsion in the installation of browser
plug-ins to view sich contentThese plug

ins by nature are often based on cliside
web scripting languages, can be installed
with very little (if any) interaction from
the user, and may result in significant e
ploitable avenues for hiaers**

that in 2007, fothe seventh year in a row, Media coverage and studynélings have
identity theft topsthe list of consume caused a surge iinternet safety initiatives
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many tageting the K-12 educational arena. Methodology
Assemblies, guest speakers, dnirnetsake-
ty days/nights have beconmmore commao- The National C3 Baseline Survey gathered
place.Several statehiavepassed legislatidh  and analyzed both qualitative and quatitie
requiring Internet safey be covered in data from1,569 public and private U.S. K2
schools. Otherbave legislation bills pending. educators anainety-four technologycoord-
But the question still remaingvhatCybereh-  nators. This study used descriptive analysis
ics, Cybersafetyand G/bersecurity(C3) les-  relying extensively on a quantitativereb-
sons, curriculumand content are currently based surwe(see Appendix D)desigied sg-
taking place in the K12 setting? cifically for the study, to assess the natand
extent of Cyberethics, Cybersafetgnd G-
To our knowledgethis research regsents the bersecurity (C3) learning ni U.S. K12
first comprehensive study of data and analysischools, and to gatheredticor s 0 per cept i
to explore the nature d€3 educational awa-  the importance of C3 cdantfor both edua-
ness policies, initiatives, curriculyrand pra-  tors and students. Theeb-based survey was
tices currentlytaking place in the U.S. public organized aroundthe C3 framework with
and pivate K-12 educational settingst ap- questionsderived from the litegture review.
pears to be the first effotb establish basiee Input was added from edational organia-
data for C3 awareness program design angons, Internet safety curriculum pmviders,
provide the foundation for future studie® security specialists, ar@3 experts. Nmerous
either expanding particular subject areas ogdits and several risions were made before a
examining progresS.he National C3 Baseline pilot was tested with a select sample of educ
Study was designed to provide factual @- tors, technology coordinators, and statehiec
scription of the state d3 contentbeing co-  nology drectors. Analgis and fedback gave
eredin U.S. K-12 setting. A literature review rise to a final editionThe survey wassplit
explaing current and pendintternetsafety into two versiond one for classroom edae
legisletion and current research findings on tors, and one for local education agencyhtec
online youthbehavior, including social né&-  nology coordinatorsRecruitment for the st
working, chattirg, and emajlwas conducted vey was done through email invitations dist
to provide context for the need for this surveybuted through multiple means includingnk-
The literature eview helped definéurtherthe ing with the State Educational Techiumy
studyods ma jTreprimgryfecsistof ®inestors Association (SETDA)State, e-
the C3 Study was gional and local educational organizations
special interest groupand educonal media
7 What is the nature and extent of C3 fear groups.ETPRO supplied the email irtation

ing in U.S. K12 schools? to send toparticipants The invitation co-
T Who are the major providers of C3 contentained a brief desgsiion of the survey, a URL
in U.S. K-12 schools? where the survey could be completadd n-

f What is the perceived importance of C3formation for the respondents to use toi-act
content for U.S. K12 school ppgrams? vate their survey form. Tone%urage a larger

 What content is being delivered to educ response, we offeremn IPOD™ Shuffle MP3
tors, and how is it being taught? playersto educators, awarded bg drawing

 What, if any, are the issues and s All potential participants wereformed of the

that impede the delivery of C3 ment in funding source (National Cyber Security-A
U.S. K-12 school ppgrams? liance), and who was conducting the survey

(Educational Technology Policy, eRearch
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and Outreach) andere toldthatii A | r- i ingt oAppendix E intudes the focus
mation you providevill be kept confidetial. 0 group/interview praicol.

All data presented in this survey has been re

dered anonymous; it is not possible tontify  The survey data were examined via aietgr

a particular respondé from the dataNo data of statistical methods including medt's
in this survey were out of range valubfiss- stardard deviations" confidence inte
ing data were investigated to determine causeals™" and other appropriate regressionlana
and coded as eitheot applicable to the 8 ysis among the variableJables and fures
pondent(structural), orapplicable but no e- included in this reporwwere chosen to best
ply (nonresponsg For the purpose of this represent the data to the readBney do not
baseline survey, we only used completed suinclude all analysis completed, but do
veys or survey with only strutural mising represent conclusions that are catet with
data. Data were input inthhe SPSS16.0sta- the rest of the analysit should be noted that

tistical package for angdis. in some cases, percentages in a table or figure
may not add to 100% because of rounding
Qualitative Data Additionally, in some cases, multiple sele

tions were allowed, and percages represent
Some questions provided room for commentgigspondents who chose that answer; total pe
or allowed the selection @ther (Please s centages for these questions are not intended
cify) coupled with a textbox for entyfor to add to 100% and may total to significantly
example, which Internet safety curriculum higher percentagesAlthough all questions
they used, and their preferred informal meanwere ntended to be as clear as possible, due to
of receiving information.We also ctected the deliverymechanism@an online survey it
qualitative data by means of educator,htec is possible that differences in context may
nology coordinatgrand state technologyi-d have esulted in diferent interpretations of the
rectorfocus groups and individual interviews. questionsThe reader should therefore beneo
A total o 219 educators,LEA technology scious of this when interpreting the presented
coordinatoridirectors and state tectology data. The census reported in 2004t tteere
directors and/or their representativgsartid- were 6.2 milion teachers in the United
pated. Discussionwere conducted with pa States™ Given this population, and a cénf
ticipants in an attempt to both verify surveydence level of 99%, atistics indicate that the
results and gain further insights intodings percentage of respondents wheested an
reported through the surveyhe inteview answer should be within 4% of what would
participants were chosen to provide a widehave been the result if the estteacher pap
range of diversity. Weeected educators by lation were surveyedAdditiondly, it should
therr various roles/positions (math teacher, be noted that the webased survey was B
music teacher, media specialist, technologpleted online and therefore assumes ai-min
resource teacher, elementary, die@and high mum competency wh theInternet However,
sdhool etc), geographic location andeno- in 2004, the National Center for Educaiab
graphics(state and school sizednd number Statistics (NCES) repatl near universal
of years teaching. Each session lasteidiben access to thénternetin schools a®f the fall
one hour and one hour amgenty minutes. of 2003 and therefore the seey should
No comments in the survey include angi- have been universally accessible to educators
vidual identifying information. In some cases,
minor grammatical or spelling errors were
corrected, but no change was made tormea
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Participant Demographics Table 2:1: Demographics

Subgroup Number of Percentage
i i Educators  of Total
The content pion of theC3 Baseline Srvey [ Gender
Male 374 24.0%
was cpmpleteq _byL,569 educators_ln data o o e o 00t
collection, participants are sometimes celu
tant to share personal informatioiks one re- [ Age
1824 . 24 1.5%
pondent shared We ar e a smal |l g0 mmuni tig 10.1%
and if you reveal infonation regarding job 30-34 159 10.1%
. . . . 3539 190 12.1%
title along with location it may not be an 40-44 176 11.2%
nymous. Easy to tell who is who when there is 4549 226 14.4%
. 5&54 . 287 18.3%
onlyone_ i n yoDeno-|1 oc asdgp ar ea. Oz 17.7%
graphic questions were optionaHowever, Over 60 2 4.6%
approxmately 85% of_the responde_nts chose [Geographic regio™
to answer these question$able 21 displays Northwest 367 26.8%
llected d hic inf tioEach c& Southwest 265 19.%%
collected demographic informatiokach c Northeast 132 3L8%
egory is then graphed in FigureslZhrough Southeast 305 22.3%
2-9. | School Location
Rural/Farming 314 22.8%
; Small Town (25025,000) 347 25.2%
Figure 21 shows the gendéreakdown of the Large Town (>25,000) 140 10,956
respondents of the survelhis canpares well Mid-Size City (50,000 173 12.5%
. . ii 250,000)
Wlth the figures reported by the NEA' that Suburb of MidSize City 110 8.0%
in 2006, males made up 24.4% of the U.S. Large City (>250,000) 135 9.8%
. i 0,
public school teacherVe can conclude that Suburb of Large City 160 11.6%
the suvey appears to have been completed by [ School Type
R ; Public 1305 94.0%
an appropriate cessection of teachers by Independent 1 0.5%
gender. Chater 41 3.0%
Parochial 31 2.2%
[ Type of Certification
Provisional 165 11.9%
Figure 2-1: Gender Certified 1224 88.1%
| Years of Teaching Expetence
First Year 23 1.7%
Male 2-5 years 209 15.3%
24.0% 6-10 years 269 19.7%
>10 years 866 63.4%
| Grade Taught
PK-5 (Elementary) 360 27.4%
6-8 (Middle) 267 20.3%
9-12 (High) 425 32.3%
Elem/Middle 116 8.8%
Elem/High 5 0.4%
Middle/High 83 6.3%
Elem/Middle/High 58 4.4%
[ Job Title (Multiple Selections Allowed
Technology Specialis 174
Classroom Teacher 1067
Female Media Specialist 99
76.0% Counselor 75
Resource Teacher 54
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Figure 22 shows the age digtution of Respondents were also asked to describe
respondents to the survey. NCES breakthe size of the community in which they
down educator groups into slightly diffe lived. Their responseare shown in Fgure

ent categories and states that in the U.S2-4; they represented a cresstion of
17% of teachers are under 304% of communities in the US

teachers are 389, 25% are 4@9, 29%

are 5059, and 4% are 60 or ov&t" _Figure 2-4: School Location

Mapping our respondents to the same f’;:i”éﬁ;
groups as NCES yields percentages o 11.6% Rural or
arm

22.8%

11.6%,22.2%, 25.6%, 35.9%, and 4.6%.

Large City

Figure 2-2: Age 9.8%

over 60 18-24
46% 1.5% 25-29

10.1%
Suburb of

Midsize
8.0%

55-60

17.7%
30-34

10.1%

Small Town

Mid Size City o
. (]

12.5%

35-39 Large Town
12.1% 10.2%

50-54
18.3%

Figure 25 shows that the respondents to
4044 the survey were predominantly public
11.2% school teachers (94%)The Center for

45-49 . iX 1 .
14.4% Education Reforff” lists this group as

closer to 84%of all teachersHowever,
ince we seek tanfluence public policy,
nderstanding the problem in public
schools will have maximummipact

Figure 23 graphs educator locations.Re
pondents were distributed well across theS
country. It should be noted that responseg
were eceived from alfifty states.

Figure 2-3: Geographic Region Figure 2-5: School Type
@ Public
SE
22.3% NW 1053% 2% B Charter

O Independent
0O Parochial

26.8%

Sw
19.4%

NE

31.6% 94%
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In Figure 26, the type of teaching ceiitif _Figure 2-7: Years of Teaching Experience

. . First
cation for responehts is shownThe po- A

visional cerification category includes
those who are receiving an alternative-ce
tification, those who have satisfied al-r
guirements except a probationary period,
those who require additional college
coursework, and those who mustill
complete a certification progranNCES 610
lists these groups as 10.4% of teachers 20%

>10

Figure 2-6: Type of Certification 63%

Provisional
12%

Figure 2-8: Grade Taught

g/H EMH
MIH 0.49 44%

Elementary

EM 27.4%

8.8%

Certified
88%

Comparing Figure Z, years of teaching
experienceto NCES statistics cannot be
done exactly as they used a differentabre
kout of ages Combining two groups to
create atenandgreater group for the _
NCES information yields a total perce oo
tage of 56.7% compared to 63% in our
survey NCES lists 27% in théur to nine

years experience group, and 16.4% with

less thanthree years experiece These
numbers cannot be compared diledo

this survey, but appear to be similar.

Middle
20.3%

Figure 28 indicates the grades taught by
the respondentd~or the purpose of this
survey, Eémentary School was defined as
PK-5, Middle School as grades8 and
High School as 942.
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Figure 29 lists the job titles indicated by Figure 2-9: Job Title (Some Have Multiple Jobs)
survey respondentsParticularly in the .
case of small schoolglassroomteachers
served as technology or media spést in
addtion to their other duties.

1067

1000

800

600

400

200 174

’—‘ 99 75 5
0 T T T T
Technology Classroom Media Counselor Resource
Specialist Teacher Specialist Teachers
095-0509-

http://www.ilga.gov/legislation/billstatus.asp?DocNum=
i ) ] 1472&GAID=9&GA=95&DocTypelD=SB&LeglD=295
Center for Academic Integrity Study: Student Ghea 64&SessionID=51stateshat each schoshayadapt an
ing in American High Schools. Donald L. McCabe May |nternetsafety curriculum and recommends 2 hours of
2001 http://www.academicintegrity.org/ Internetsafety contenper yearin New York Bill
A08333

bullying Before It StartsNote that cyberbliescan be as SB 136 Internet Safety Curriculum and Texas

€Ven anonymous use use to schools _ '
http://www.ncpc.org/resources/enhancement http://www.capitol.state.tx.us/BillLookup/History.aspx?
assets/ncpc_cms/cyberbullyipalf LegSess=80R&Bill=SB13and

http://www.legis.state.tx.us/BillLookup/History.aspx?Le
gSess=80R&Bill=HB3171

¥ See Pewnternetand American Life Project Reports:
Family, Friends and Community.

http://www.pewinternetorg/PPF/t/152/report_display.as  Means in this context are arithmetic averages of the
D responses.

X Federal Trade Commission 2007 Identitpéd Su- i Standard deviations are a measure of the variability of

vey Report. Javelin Strategy and Research the responses. In thisrsey we use the fonula

http://www.privacyrights.org/ar/idtheftsurveys.htm#Jav2 a ( _ ;()2
007 where x is an individual sa
(n-1)

“ See McAfeeNCSA Online Safety Study fulkport at

http://staysafeonline.org/pdf/McAfee_ NCSA_analysis.pd ple, X is the mean of the population, ands the number
f of respondents

il confidence intervals are computed at the 0.05 level.
In other words, there is a 95fobability that the true
popuktion mean lies within the range defined by

il ©S| 2007 Computer Crime and Security Survey.
http://www.gocsi.com/

xil SANS Top 20 2007 Security Risks. X °® C, whereC is the confidencenterval.
http://www.sans.org/top20/

XV |J.S. Census Bureau Special Edition for Teacher
XX SANS Top20 2007 Security Risks: Appreciation Week 2004http://www.census.gov/Press

http://www.sans.org/top20/ Re-
lease/wwwi/releases/archives/facts_for_features special_
editions/001737.html

* For example, Kentucky has sent a bill to its legislature
on February 13, 2008 (House Bill 367), and Virginia
(HB587 Approved March 7, 2006), passed a law requi " NCES:InternetAccess in U.S. Public Schools and
ing students to be taught abdnternetSafety, and in Classrooms.

lllinois, The Kotowski InternetSafety Bill (Public Act

2C


http://www.ncpc.org/resources/enhancement-assets/ncpc_cms/cyberbullying-pdf
http://www.ncpc.org/resources/enhancement-assets/ncpc_cms/cyberbullying-pdf
http://www.pewinternet.org/PPF/r/152/report_display.asp
http://www.pewinternet.org/PPF/r/152/report_display.asp
http://www.privacyrights.org/ar/idtheftsurveys.htm#Jav2007
http://www.privacyrights.org/ar/idtheftsurveys.htm#Jav2007
http://staysafeonline.org/pdf/McAfee_NCSA_analysis.pdf
http://staysafeonline.org/pdf/McAfee_NCSA_analysis.pdf
http://www.gocsi.com/
http://www.sans.org/top20/
http://www.ilga.gov/legislation/billstatus.asp?DocNum=1472&GAID=9&GA=95&DocTypeID=SB&LegID=29564&SessionID=51
http://www.ilga.gov/legislation/billstatus.asp?DocNum=1472&GAID=9&GA=95&DocTypeID=SB&LegID=29564&SessionID=51
http://www.ilga.gov/legislation/billstatus.asp?DocNum=1472&GAID=9&GA=95&DocTypeID=SB&LegID=29564&SessionID=51
http://assembly.state.ny.us/leg/?bn=A08333&sh=t
http://www.capitol.state.tx.us/BillLookup/History.aspx?LegSess=80R&Bill=SB136
http://www.capitol.state.tx.us/BillLookup/History.aspx?LegSess=80R&Bill=SB136
http://www.legis.state.tx.us/BillLookup/History.aspx?LegSess=80R&Bill=HB3171
http://www.legis.state.tx.us/BillLookup/History.aspx?LegSess=80R&Bill=HB3171
http://www.census.gov/Press-Release/www/releases/archives/facts_for_features_special_editions/001737.html
http://www.census.gov/Press-Release/www/releases/archives/facts_for_features_special_editions/001737.html
http://www.census.gov/Press-Release/www/releases/archives/facts_for_features_special_editions/001737.html
http://www.census.gov/Press-Release/www/releases/archives/facts_for_features_special_editions/001737.html

http://nces.ed.gov/surveys/frss/publications/2005015/ind
ex.asp?sectioniD=2

" Northwest Alaska, Idaho, lowa, Kansadlinnesota,
Missouri , Montana, North Dakota, Nebraskaegon,
South Dakota, Washington, WyomirgouthwestAr-
kansas, Arizona, Colorado, California, Hawaii, Lauis
ana, New Mexico, Nevada, Gkloma, Texas, Utah,
Northeast Connecticut, Delaware, District of Columbia,
Illinois, Indiana, , Masaxchusetts, Marylash, Maine,
Michigan, , New Hampshire, New Jersey, New York,
Ohio, Pennsylvania, Rhode Island, Vermont, Wisconsin,
SoutheastAlabama, Florida, Georgia, Kentucky, $i
sissippi, North Carolina, South Carolina, Tennessee Vi
ginia, , West Virginid Extractedrom
http://memory.loc.gov/ammem/gmdhtml/rrhtml/regions2
.html

M Rankings & Estimates. Rankings of the States 2006
and Estimates of School Statistics 2007. NEA Research.
December 2007. Available at:
http://www.nea.org/edstats/images/07rankings.pdf

it contexts of Elementary and Secondary Education.
Available at:
http://nces.ed.gov/programs/coe/2007/section4/indicator

33.asp#info

XX K-12 Facts. Available at
http://www.edreform.com/index.cfaiuseAction=section
&pSectionID=15&cSectionID=97

21


http://nces.ed.gov/surveys/frss/publications/2005015/index.asp?sectionID=2
http://nces.ed.gov/surveys/frss/publications/2005015/index.asp?sectionID=2
http://memory.loc.gov/ammem/gmdhtml/rrhtml/regions2.html
http://memory.loc.gov/ammem/gmdhtml/rrhtml/regions2.html
http://www.nea.org/edstats/images/07rankings.pdf
http://nces.ed.gov/programs/coe/2007/section4/indicator33.asp#info
http://nces.ed.gov/programs/coe/2007/section4/indicator33.asp#info
http://www.edreform.com/index.cfm?fuseAction=section&pSectionID=15&cSectionID=97
http://www.edreform.com/index.cfm?fuseAction=section&pSectionID=15&cSectionID=97
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How does the Educational System Inform Students about C3
Topics?

| feel that these issues are viewed as "not important” by the disthely are rare focused on teaching
standard curriculums that pertain to state test scof@ger "anything” is viewed as naglevant or not
the districts responsibility to teacl{NorthwestLEA TechnologyCoordiretor/Director)

Most of the issues you have mentiodadng this survey receive very little attention, if any adyninistra-
tors or the State. For all the years | have been associated wiftbI§rs | have read of the need to educate
people on safety and security issues. However, the need is rarely redogoizae of the IT world.
(NortheasLEA TechnologyCoordinator)

It seems to me that our district places a lot of emphasis on protecting users from inappropriate sites by
blocking on a widespread basiBhere is little or no curriculum dealing with teaoi HOW to use tée
nology approprately.(SoutheasEducatoy

By andlarge our district does little or noyber education(Southwest Educatpr

To the best of my knowledge we have NO program in place to educate adults or students in regards to ¢
ber anythiry. (Southwest Edwator)

Interesting to see how little we cover these issues in our digBmithwest EA Technology Coordia-
tor/Directon

Theprimary purpose of te National C3 Bas-  curriculum, instruction, oipresentation taking
line Survey is to better understand hGybe- p | ac e i K-12t setithg Reésmondents
rethics, Cybersafety, and yBersecurity C3) indicated thatdcal education agecies outline
awareness, curriculunand practicegrecur- some C3 limitations on IT use in their Actep
rently being addresseih the U.S. pblic and able Use Policies (AUP) and student ttan
private K-12 educational settingd/ith the books However, theseestrictionsare often
recent increase in media coverage describindriven by legal issues andgbections for the
issues related to cyberbullying, online pged school rather tham focuson informing and
tors, identity theft, social networking, spam providing safety for the individuaWhat a-
and malware, we were interested ¥amining pears to be missing is information regarding
if and how schools are prepared to addresgasons behind these restrictions and a much
these topics. The statements above are justreeded focus on imsictional aspects of C3
handful of the comments shared by surveyurthermore, educators revealed thahdards
participants who indicate surprisingly limited documents may include tawologytopics but

>\

Over hal f of educatorsd r es pohovw thesr scholvirdoanis estddents ralgoyt prdtectingn
against, identifying, and responding to cyber-crime (e.g. identity theft, predators, cyberbullying, etc).

Almost 60% of educators surveyed indicated they do not know how their school informs students how to identify signs
that documents and emails may contain viruses.

34% percent of educators stated that technology standards either do not or only peripherally address Cybersecurity.

Almost 30% of respondents indicated technology standards either do not or only peripherally address Cybersafety or
Cyberethics.

Policies focus on restrictions. Curriculum may include technology skills but only has limited content on C3 topics.

> >

>
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they are couched in general statements ama two lessons plans which focus on specific
tend to focus on technology skillsot C3 t@-  topics. This limited exposure time could be a
ics. Rather than providing guidance specf-  cause of educators feeling they have provided
ic areas these standards offer broad stat only minimalimpact on students, addressing a
mentswithout interpretationThis has resulted narow set of safety tops.
in a narrow view ofilnternetsafety focusing
primarily on online predators, @rautions on Cyberethics
social networkingsitee nd fAstranger dangero
campaigns. Educator respondén indicated To better understand how students are made
that C3 topics were rarely presented in oneaware of Cyberethics,Cybersafety and Cy-
day assemblies, state curriculum, orbersecurity (C3) content, one of the first sue
health/safety curriculum: less than 9.1%¢tions askedof educators andocal eduetion
8.6%, and 12.7% respectively. Educatoes b agencies(LEA) tech coordinators wasHow
lieve that aitside presentationsave at best does your school/school district inform your
made limited impact on studisnAs perceived students about specifitaws, policies and
by surveyrespondentsprimary responsibility guidelines related to the ethical use @&-r
for conveying C3 content to studsnrests source® The results are shown ireble 3-1.
with educators

At first glance,some of the dat look rather
This data shouldot be used to downplay @ promising. For example, copyright policies
grams such as the Safe Schools/D.A.RtE. i and procedures are included in studentdhan
itiatives numerous stataide attorney gemal  books (59.7%) and Acceptable Use Policies
Internet safety campaigns, nationdhternet (63.5%), AUP and student handbooks are sent
safety programs i.e.Netsmartz, iSAFE, home for review (67.3%), and both are-r
WebWiseKids, iKeepSafeCyberSmart!), or viewed at the beginning of theear (59.2%).
assembly efforts and training for studentsRespondentindicate extensive modeling and
parents and educators. However, even thencouragement of appropriate ethical behavior
closest thing to curtulum embedded through (72.6%) This claim may be contradied in
the Safe Schools initiatives allow for onlypne  other parts of the survey, depending upon i

Table 3-1: [Educator Survey] How school/school districts inform students about ethical use oésources

N=1569 Yes Percetage
presentation of copyright information at the beginning of the term in an aitentlass 25.2%
presentatin of copyright information at the beginning of the term in my class 32.7%
presentation of copyright information at the beginning of the year asemaly 10.3%
presentation of copyright information at the beginning of the year by the medialisgh 35.9%
modeling and encouragement gpeopriate ethical behavior 72.6%
copyright policies and proceduregliuded in student handbooks 59.7%
copyright policies and procedurexliuded in Acceptable Use Policies (AUP) 63.5%
Acceptable Use Policies (AUPInd student handbooks sent home for review an 67.3%
signed by students and parents
Acceptable Use Policies (AUP) and student handbooks reviewed ahinegdf year 59.2%
Acceptable Use Policies (AUP) and student handbooks reviewed several tinugghtiutg 18.1%
the year
provision of examples of bibliographic citations included in Acceptable Use Po 19.7%
(AUP)
provision of examples of bibliographic citations included in student handbook 15.9%
Dangers, consequences, and legal issues of dogintpdilesharing, copyright viations 31.9%
in either the AUP or student handbook

23



terpretationand is a focus ofection 4 of the tors helped illuminate the low response rate

C3 Baseline Stud Data reveal thatother for this area. One educator sbd, fi | t hink
than a hadout or review at the beginning of they [student handbooks and AUP] mention

the yearthere is a lack of more extensiveeint not t o do it énot txel er at e
raction with studenton these topicsOnly planationas to why and definitely no coms

18.1% indicate reviewing the policiesquences | i st e desponseAvasyt her
throughout theschoolyear Only 19.7% of the fi | donot think there are

respondats suggest that examples of therighvh at a t e a cThewebbasedglht do. O
way to cite references are provided in thevey dlowed participants to enter comments
AUP, and only 15.9% in the student kan related to how schools convey ethical topcs
book students.Table 3-2 shaes some comments
that were povided by educators.
Thus, educatoreeport thatnforming students
aboutpolicieson copyright, dowmloading, and The C3 Baseline Survey also tried to delve
file sharingis covered byan AUPor student deeper into how educators perceiveatdsnts
handbook, or a discussion in thegmning of being informed by their school or schooksy
the year, with limited follomup. Only 31.9% tem aboutCyberethics, safetyand security
of the respondents indicated the occurrence @easrelated tospecifictopics In spite of the
shaing thedangers, consequences, and legatlatain Table 31 indicatingthat AUPs and
issuesof downloading, file sharinggndcopy-  student handbooks were used to inform- st
right violationsin either the AUP or student dents about policiesh Table 33, the datae-
handbook.Follow-up interviews with edwe  veal that for many topics, either educators or

Table 3-2: Educator Comments: How school/school districts inform students about eital use of re-
sources

Generally English & study skills cl. Recurring warnings in class District wide presentation
teach plagiarism and copyright

When appropriate to the lesson Duringesearch unit On webpage

Discuss the topic, but not a fekemgre In individual classrooms N/A at eleemtangrade level

tion.

Within first semester Teachers are expected to cover this Some t eachers do,

mation in English, Social Studies or S
class.

During a specific unit of study Copyrighat registration The librarian reviews this with each cl

Upon teacher request Handbook sent home in fall These may be done at the middle an
school level, not the elementary.

Dondét teach Teacheinitiated Sporadic lessons attached to res
projects
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Table 3-3: [Educator Survey] Conveying Information

How does your school/school district inform your student s about specific | aws, policies
apply)
|3 i
< £ g = 2
~« E L
.S |».|13 |42 | & 5 o
S g (o) > < 8 [ ES‘ > =
o 82 v | 8 5 E 5 o n )
) 25 | 25| 8| 85 . | 23 5 £
< n T On | W=2| TO =0 u z ©)
How students can protect themselves from | 21.0% | 24.6% | 9.1% | 6.8% | 12.7% | 31.5% | 33.8% | 38.9% | 7.4%
online cyberpredators
Protecting, Identifying and responding to | 12.9% | 15.5% | 6.8% | 4.4% | 8.2% 20.1% | 26.2% | 50.9% | 5.2%

cyber-crime (i.e, identity theft, predators,
cyberbullying, etc.)

Consequences of plagiarism 23.3% | 48.4% | 3.9% | 6.6% | 2.7% 35.2% | 57.3% | 19.5% | 2.7%

Correct citation and references 20.1% | 14.9% | 2.1% | 8.6% | 1.9% 39.4% | 62.2% | 22.6% | 2.5%

How students can protect themselves on | 5.9% 7.0% 6.8% | 2.8% | 8.5% 17.0% | 26.3% | 52.8% | 5.3%
social networking sites and while chatting

What students should do if they receive | 4.8% 6.1% 4.1% | 2.6% | 5.7% 17.5% | 25.7% | 56.3% | 4.6%
unsolicited emails or instant messages
(information asking them to check out a
picture, video or document, asking them to
update account information or informing
them they have won a prize)

Legal, safe and appropriate practices for | 20.0% | 8.0% 2.4% | 2.6% | 2.8% 28.5% | 29.7% | 48.9% | 3.3%
downloading files

Characteristics of spam, avoiding its impact | 4.8% 3.6% 2.0% | 2.1% | 1.9% 18.7% | 17.1% | 0.0% 4.4%
and spam filters

Installing and updating firewalls, anti-virus, | 4.0% 2.7% 0.8% | 2.3% | 1.6% 22.4% | 11.2% | 56.5% | 8.2%
anti-spyware, and anti-spam software on
computer

How to make sure a website is transmitting | 2.8% 1.5% 0.8% | 2.0% | 1.3% 19.6% | 14.0% | 60.7% | 5.0%
information securely

Signs of documents and emails containing | 4.0% 2.0% 0.7% | 1.7% | 1.1% 20.7% | 13.1% | 59.5% | 6.6%
viruses

How to automate data backups 2.2% 1.1% 1.0% | 1.1% | 0.7% 19.9% | 11.8% | 61.2% | 6.2%

How to patch an operating system, update | 2.2% 1.0% 0.7% | 0.9% | 0.7% 185% | 10.1% | 62.1% | 7.3%
browser(s) to the latest version, and/or
patch productivity software (i.e., email pro-
gram, office programs)

media specialists were theirpary means to comments shared by participants addedi-add
provide information to the stlents In most tional insight. While educators perceive
casesmore than half the educators were noschool systems placing the respiiity of
sure howmany of the topics weraddressed.  conveying thisnformation in the hands of the

teacher, several focus group participants
Educatorsurveyedperceive the task of telac agreed with survey p#cipants who wrote,
ing Cyberethics related to plagiarisfpon®e- @ P | asgiarad how to cite is taught through
guences of plagiarism and correct citation andhedia, English classeand anyone doinger
referancing) as primarily the responsiiiy of s ear ch pr ogr pattitimant dharddn ot h
the individual educator (consequences 57.3%) Seni or s onl yéin Engl i sh
correct citation 62.2%), followed by theust repeat edl y stated that A mc
dent handbook (consequences 48.4%, correptocess] is handled by the media specialist or
citation, 14.9%) and the media specialist English teached Sever al comment s
(conequences 35.2%, correct citatiod.8%)  that these topics were left to thedividual

teader, and in most cases were rarelg-a
Interestingly, very low numbers of educatorsdressed, or educators diredtstudents with
felt that neither topic was addressed in thesimple statements such éisno cheati ngo
state curriculum (6.6% and 8.6%). Furthery ou fAneed t o .ocSome@du@ds our scC
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tors stated that discussions of plagiarism andnd cheating were also covered in their

proper citdon were not relevant for the s c h ool s 6 . Howeneg evencedudators

classAi N/ A I t each mateh, whosa scldool had anthenorjcaddicatedthatm
thing extraénot r ena | they princaoy wesporsitilityfor nconvaying fi- ¢ o

tent ] area. o0 They a fosndaion tonstlidetsabout ethical i¢saes is t h ey
lacked the time needed to ensure compliancéeft to the individual educatorin addition,

Al jJust have no t i memarydelt thdt eymkto enforce conbequengesp er s
Finally, and perhaps key, theerceived that for plagiaismwash 6t wo r thle. Ohehe t r o
the school ditrict did not view the issue as educatosummarizes the camon sentiment

i mportant: Al justrdondt think they are [plag
ism and copyright] viewed as very important | f itds not testteld | do
[by school and school districtjdAnother ed- focus on what the students will be tested
cator stated, Altds eany Tattoesl Iwhatudant r & |
need to ite theires our c e s, but |l dm not sure |

would really know the&ybecsafetgantl Cybergectiriey do it . |
need to go back and brush wup. o6 Many who

taught kindergartenor elemerdry listed in  Even within studein handbooks and AUP

their comments, AN/ Amahyotdpics My Taldeg 33 are hoe welll ., 0O
and Al teach i n.laomt erépresentéd!l @yberseclrieyhadd Cybersafety
think this is evenddressed issues are particularly troublinghese topics

often were not addressed in the AUP ou-st
Even in cases where plagiarismdscussed dent handbooks (most topics ranged from
consequences are uneven at bBgscribing  1.0% to 10.0%), and weraddressed at agsi
consequences and the process, educataifficantly lower percentage than Cyberethics
shared, by both educators and media specialists
fact, the predominant answer by the reaspo
no real consequences for students if yodlents onhow schools/school districts o
do turn them in veyed information to studentgas they were
not sure how the sool/district informed si-
éusual |l y ha yourself df yoo adents abouticybercrime (50.99p)yotection on
do something the parentsroplain social networking sites (52.8%esponses to
unsolicited online contacts (56.3%)egal,
cutting and pasting has just become saafe, and appropriate practices for dowdloa
easy ing files (48.9%) installing and updating
firewalls, ati-virus, antispyware, and anti
| reported a case to the administrator butspam sdfvare (56.5%) how to make sure a
because it woul d y-e fwelssitetis sedure (66.798ighs of tinfested p | a
ing [a sport]nothing hapened documents and emails (59.5%pw to bak-
up data (61.2%)or how to patch or pdate
é i [reporting an incidendewas a night  operating systems and software (62.1%).-One
mar parents came in dapalsd el i ahraatds &iot her o
it just wasnoOt wor t tionaloptions noted for each of these categ
ries, although a small percent waslicated
A few indicated through interviews and by for each.
adding comments in the wddasedsurvey,
that pdicies regarding plagiarism, copyright
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For the question, How does vyour were usually standlone, often onéme as-
school/school district inform your studentssemblies or presentations which were narro
about specific laws, policies and guides |y focused. Topics listed as being addressed
rel ated to €& ( Cdateweke apedificatlyhdalt witla Ipt@rietpredators, ¢
protection from predators (orty assembly berbullying and precautions when using-s
9.1%, other 7.4%)cybercrime (onalay a&- cial network sites. Content presentatiomls r
sembly 6.8%, other 8%); protection on 8- garding plagiarism and resource citation were
cial networking sites (onday assembly 6.8%, introduced to students through a freshman
other 5.3%) responses to unsgoited online class, Eglish/Literature Arts classes, and an
contacts (onelay assembly 4.1%, other 8" grade threeweek computer classAddi-
4.6%) legal, safe, and appropriate praes tionally, information was provided through
for downloading files (onelay assembly handouts and on school and county website
2.4%, other 3.3%)spam ad spam fiters 't shoul d be noted that
(oneday assembly 2.0 %, other 4.4%)std- quantifies a small percentage, and present
ling and updang firewalls, antivirus, antt  tionswere reported as usualbccuring once
spyware, and anpam software (onday &- ayearatbestThose who choose A
sembly 0.8 %, other 8.2%fow to make sure all topics related to security (downloading,
a website is secure (omay assembly 0.8%, spam, firewalls, amvirus protection, secure
other 5.0%) signs of infected documents andwebsites, viruses, backups, and patches} ind
emails (oneday assebly 0.7%, other 6.6%) cated that the schools/school districtsn-co
how to backup data (orsay asembly 1.0%, veyed infornation to studets on these topics
other 6.2%;) or how to patch or update opera by eliminating opportunities €.g downloal-

ing systems and swiare (oneday assembly ing wasnhot allowed, students could only go to
0.7%, other 7.3%)T hos e wh o c¢ hpmeseectédoandhlteredowebsites, and/or no
indicated a variety of presentation modeg- C email access was allowed). While the pprce
bersafety material was gmented to students tion was that schools were covering the topic,
through: buildhg-based support teamspm-  the mecharsim did not promote awemess of
puter classs (if the student chose this as arthe topic; they simply eliminated access. This
elective); school security officer§chool R- is an area of debat€iltering is mandated to
source Officer (SRO) classghool ounselors receiveE-r at e f unds binternethe Chi
and resource officerdqullying-prevention n-  Protection Acf™ but civil liberty groups,
itiatives; Safe Schoolnitiatives; Future Bsi-  teachersand students complain thatetlsof-
ness Leaders of AmericdFBLA) preserd- ware is ineffective and blocks access to many
tions; cownsebrs; and technology coordinators sites relevant to edatonal resources. The
and specialistsOutside presentatiosources Deleting Online Predators At has been
includedInternetsafety awareness curriculum proposed to expand filtering to socialtne
organizations, state attorney general @iti works and some schools are already ewnpl
tives, Drug Abuse Resistance [Edtion menting its guidelines. Just like nedvivers
(DARE) officers, community agencies, andtake a driver egcation class, and all must pass
police guest speakers. Additionally, thesé-ou a basic test to show they understand the laws
side agencies psented to parent groups andand a driing test to indcate they can drive,
parent teacher associations (PTA). A fem4ind one would assumstudents would be given
cat ed i aibghfar stuslents enrobled in some instruction, and measured on bagie et
virtual high school caises. While there ce ics, safety and secrity competencies to use
tainly were many examples of efforts unde ubiquitous conmunication and research teo
way, partiepants indicated that presentationsMonitoring tools, like driver educationare
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finite. At some point students will have to Students and myself are very dissatisfied
leave the parking lot and be out on thehhig by the excessive firewalls at school.

way without the dit r i ct 6 s I' T infrastructure.
Whetherstudentswill be ethical, safe, ancks We do a pretty good job protectingust
cure without someone wafclg over them is a dents when they are on our own network
question the educational mounity might within the school and address issuesueg
need to consider. larly dealing with acceptable useWwe

don't do well teaching them how to &in
In terms of Cybersecurity and Cybersafety, tion safely and ethicallDPUTSIDE of the

participantssharedhesecomments school environmentPartially that's le-
cause it's not a state standard that we are
Cybersecurity issues are largeadgalt with required to teach, and, while we all care
through our office of technologypown- about students, there's only so much time

loads are blocked and updates are done in a day to teach what we HAVE to teach.

centrally. All secondary students have- |

gons and passwords. We teach cyberethics and safé@tythe |-
brary but not all classes participatd@his

My students are very low functioning and is a prdolem.

so | do not personally go in depth with

them, havever we do haveevy goodtoo A lot of these issues aren't addressed at
good firewall and we monitor all compu the elementary level, especially kindarga
ers our students use in the cdasom. ten

The students rarely use the web to de r My school district does not really echte
search or any other type of activity than  students on how to avoid all thelsgernet
the controlled, preselected programs. pitfalls, but rather, has a very thorough
There is a strong filter that denies access blocking practice which just doesn't let
to any blog site and most controversial anyone get on athing, pretty much.
sites.
We durassed [Cybersafety]to pa-
We do not allow the use of any sociat-ne ents at one meeting two years ago
working sites on district technology.
Where safety lessons have been immpknted,
Filters disable chats. the primary focus has been oniael predators
and shieldingstudentsf r om fdasger ous
Blogs are not now being used at thissues(with firewalls and filtering) rather than
school; there is no social networking atinforming them about thessues In the words
the school site other thanaehers em&  of one educator,
ing to one another; no instant messaging
capabilities at this school. A lot of our cybersecurityand safetyin-
struction is fundamentally flawéd
While there were some positive comments focusing on th rare cases of adults @r
about theeffectiveness of the IT departments  tending to be children and then forcibly
negtive comments were far more frequent. abducting themThis does not reflecter
ality and doesn't serve our students well
Also, the things we don't let them do in
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school (social networking, email, media
downloads, etc.) are thys that many of
them are not learing to use wisely.

There were two general camps regarding the
coverage of safety and security topics. One
camp feels that safety, and particularly secur
ty, should not be the responsibility of the
teacher. This group feethat the responsilil

ty lies with parents since most activityha
pens otside of class time. Educators also feel
security doesnot
locks down computers and therefore security
awareness is not ocessary. Concern also sti

es tha teachers will be asked to cover yet
another area of content in an already packed
curriculum.

Although | answered that | do noave a
lot of knowledge about CgbSafety and

Much of what you survey here has nothing
to do with teachers. It is the sole respiens
bility of students and pants.

Most of what you asked about does rest r
ally apply to classroom teachers except for
plagiarism issues. Leave the security to the
tech support people and let them tell us
what we need to know!

We are a kindergarten through fourth
apply to our circumstances.

A lot of the survey questions don't apply
much/at all to me as | teach 9 and 10 year
olds At this age, we teachers have to be
specific about the site we want students to
go to for infornmation.

CyberSecurity, my district is very respo So, some educators have reached the gencl

sible about computer security and manys i o n

thatobyhdéseocmpungr

things are in place at that level that | amat school, Cybersecurity and Cybersafety are
not necessarily aware of. | feel that on thenot a concern, and they have limitéfany,
elementary level, it is important for my respasibility to addresst.

students to learn about cyberethics some
security, but they do not need infation
[on] firewalls, etc. at this point in thei
education.

The other camp, as indicated through both the
web-based survey and focus groups, believes
there is a need to cewCybersafety and &

bersecurityin schools. They are also inésted
Time is of the essence...teachers axe ein knowing more on the topdor their own
hausted after a week of teaching and needdification. Some noted aimcreasing number
a life - please keep the information to theof issues arising inside and outside of class
point and not expect hours of reading.etctime, that carry over and impact cesom

We have many extra hours, sige of the
school day, b lesson plans, prepation
and grading to do too!

| don't mind teaching about the dangers
and benefits of thinternet but | will re-
sent it if teachers are, once againx-e
pected to do a parent's joblltimately, it

is the parent's job to set limits and explain
what is and $ not acceptable when using
the home computer, as well as monitoring
their chidren's access.

instructon.

Recently, our school district (the high
school that our middle school feeds to)
had a student break into the system and
change student grades. It made big dea
lines! 1 would love to know more about
protecting myself from hacking, and would
love to beable to better educate myust
dents about all of the factors involved in
C3. | definitely think this is a worthwhile

29

app! ygrasld sshodMany lofethese éstuesadb nos y s t e

d



cause that needs to be addressed regularly ing. Our teachers need to know moke

and indepth with sidents of all ages. are devéoping lessons to incorporate this
into contentcourses- but it needs to be
A common concern expressed participants required and monitored to ensure it is

in the qualiative interviews revolved around done The hours | listed as our div
cyberbullying. Several participants also shared sion/school providing staff deve@iment in
similar concerns through the wélsed su Internet safety are hours | have spent
vey. training our staff but | am one out of 5
high schools and this is ntiappening at
We have a large population of girls being  the other 4 high schools.
meanto girls on thelnternetand then ca

rying it to school. | feel that many of these issues donfit-pe
tain to our schockthe kids don't have cell
We have had incidenthis year of videos phones (yet!) and many homes don't even

featuring bully behaviors directed toward haveInternetyet However, | can see the
a student posted on YouTube by other st  time coming when | will have to address
dents in our schoolThis has been very all these issues.
eyeopening about the lack of supervision
students have when away from school. = These findings suggest that educators geco
nize that students are receiving limitea- i
As a counselor | am privy to the mend-  struction on Cybersafetyand Cybeisecurity
ous bullying/harassment and poor gid Teachers are concerned that the timenco
ment by children and young adults on themitment for this additional subject matter
Internet and cell phones. | would like to would regatively impact their lality to meet
see a comprelmsive k12 plan addressing the demands obther curriculum Even so,
the C3 instruction in all schools. | would they are aware of the importance of this topic
be willing to help promote this in my to students in both their educational enmiro
school andbeyond. ment and irtheirhome usageMediacoverage
and local instances of ippropriate student
Although some educators did not see am i behaviorreinforeed educator§ awarenesof
mediate need fo€ybersafety an€Cybersect- the need for C3raining for themselvesnd
ity educationin their elementary schools, they their students.
recognized thesvergrowing dependency on
the Internetand recognizethe need fofuture Local Education Agency Technolo-
training would be needed. gy Coordinators

Due to the restrictions that the schoosdi \With the growth of thdnternet several local
trict places on student accounts, it is reallyeducation agencies (school districts) hase e
difficult to teach them about spywaretablished a fultime technobgy coadinator
blockers & detection or virus software or position This persomot only keeps track of
firewalls. Students do not have access tqelevant technology, butlsq more importat
desktops, many of our low income students, is expected to identify, design, conduct,
use public access computers so it is vitabnd maintain technology professional deve
for them to understand security issuesopment for educators, attend technology mee
Media literacy and safety needs to k& r ings, help with gants and fundingand inform
quired - like we used to teach keybdar and assist in the introduction of technolegy
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integrated curriglum. As part ofthe C3 Study time with me |l am iSAFE certified, but
effort, a separate survey was created to extract have not been given permission to use it in
their pespectives. my district at this time.

When technology coordinators were asked In my technology class, | have done one
Does your county/distritschool system use Netsmartz lesson with each class oy C
an edternal Internet safety curriculum (i.e., bersafety geared for the appropriate
CyberSmart!, iKeep3a, rSAFE, Nefmartz, grade level.
etc.), 39% indicated yes, but 61%nswered
no. Additionally, many did nospecifya curi-  Technology coordinators were asked how the
culum Theycitedweb filtering and protection group they supported (county/district/school)
mechanismausedto protect the systemsa-r presented C3 to student{See Table3-4).
ther thaninstructional content for studentdn  Questions ranged from promoting proper and
web-based comments and follewmp inte- responsible computer use through modst le
views, respondentsndicated that in cases sons,to providing document exampeand
where an outsidelnternet safety curriculum including each C3 topic within the csom
wasused, nwedve had A sespensd dfLi inglisatedNdit att All and 5
adopted ac ur r i c uOnectasso police findicateda great deal As previous informa-
preserdt i o MARE officer does a safety tion in this section indicates, C3 topics were
presentation wi t hchoslo raely requiredts e saught in the dassi@om
cop, security ofter, human relations class Cyberethics had a meari 2.14, Cybersafety,
were the primary resourced-urthermore, 2.01, andCybersecuty 1.94, indicating an
coordinators shar ed f@verage valuaone step away fom noprsteus e n t
tions have focused o8y b e r s avibst of y tiom at all C3 topics were not required by the
t he presentati ons a-h acurgcului gudas (nednoili2 1Y dspsu-e d
torsénot to give out prisingll,CB anareriess waslpmarginally o t r u s
anyone on thénternet 6 A | i mi t eidcluded withie moda flessonsin practice,
technology teachsrwho had integrated oe technology coordinators often are more elos
tent into the classroom confirmed the mho Iy tied to technology goals within thiecal
nat ocespendes.r education agencyLEA), and these results
most likely represent a best case of what is
Although our district does not have aopr intended Actual inclusionof C3 instructin
gram for teachinginternet safety, | have maybe even lower
used a Netsmartz lesson with my-st
dent sésafety i ssuesAs Table 35 indicates, LEAs are moving
forward with written policies describingpa
Again, the focus was oBybersafetyandCy-  propriate use of computers and theernetfor
bersecuritywas not recognized as a separatdoth students and educato&udents almost
issue. However, even for some teachersuniversallyare requiredo agree to such a po
trained to teach Cybersafety, the opportunitycy (96.5%), and edcators at 89.5%Howev-
to deliver the content was limited. er, this may not be dren by an educational
imperative Instead, this may be driven lblye
| work in a K5 school. | service approx. legal community and LEAs may be looking to
700 students a week for 30 min. As far as protect thenselves from legal repercussions of
am aware, there is not much doneimproper IT use.
w/technology or itsssues aside from class
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This concern for legal repercussg can be
seen in Table-6, which describes thmeas-
ures both informational and tecblogical,
LEAs take to protect their network®m both

Table 3-4: [Coordinator Survey] How is C3 presented to students

How is your county/district/school promotimgrious types of student awareness of Cylber
ics, Cybersafety and Cybersecurity? To what extent does the county/district/school uke
lowing strategies/policies? Rate-51 scale { not at alli 5 a great deal)My cown-

ty/district/school promotesstudee pr oper and responsi bl e
Mean | +*

Including cyberethiccawemess i n the curricu/ 280 |0.269

in model lessons given to students)

Including cybersafetyawemess i n the curri cu269 |0.258

in model lessons given to students)

|l ncluding cybersecurity awartein¢264 |0.270

or in model lessons given tstudents)

Ensuring that cyberethics, safety and security topics are includeain 2.37 | 0.247

uments as a gaoexample of integration technology in the curitcn

Implementing a policy that requires cyberethics, safety and securi 2.19 | 0.283

required in the county/district/school curiem

Requiring cyberethics be taught in the classroom setting 2.14 | 0.267

Requiring cybersafety be taught in the classroom setting 2.01 |0.260

Requiring cybersecurity be taught in the classroom setting 1.94 |0.236

Table 3-5: [Coordinator Survey] Written Policies

Does your county/district/school have written pa@giregarding the appropriate use ofnto
puters and thdnternetby students and/or educators? Our county/district/school has wi
policies regarding appropriate use of computers andnibernetfor:

Yes No
Educators 89.5% 10.5%
Students 96.5% 3.5%

hackersand inappropriate contacOf the
technology coordinators sreyed 93.2%
indicated their LEA filterednternetcontent,
88.5% blockinternetcontent, and 87.5% of
teaders/librarians/media specialists monitor
Internetuse. Although 96.5% dfEAs have
written pdicies for the students, technology
coordinators indicated 80.7% of students
must sign a aatract agreeing to the policy.
These contracts are often more tied ta-ind
vidual school rules(computer lab rules)
whereas an AUP is written bihe school
board for an entire district.However, in

spite of this high percentage of schools that
impose written restrictions on eputer use,
the AUPis only updated yearly in 63.6% of
schools, and professional désement on
appropriate use is only prialed in 61.4% of
cases Thus, many schools have focused on
onetime policy constructionand/or had-
ware protection, and not the instructional
side ofCybersafety an€yberscurity.

When asked about laws, policies, and guid

lines regarding ethical uses oésources, a
large number of coordinators indicated this

32



information was included within student and
staff harmbooks (73.9%), and modeling and
encouragement of appropriate behavior was
prevalent (64.8%)Although these peent
ages are higher than manylea categories
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Table 3-6: [Coordinator Survey] Policies and Procedures

What types of policies and/or procedures does your county/district/school use to ensore
priate use of technology and theerne® (Yes, No, Not Sure, Othtxt)

Yes No Not Sure| Other

Students must sign a npueos| 80.7% | 14.8%| 2.3% 2.3%
for appropriate purposes

Teachers and librarians/media specialists use clasg 87.86 | 5.7% | 5.7% 1.1%
management techniques to monitor use and instruet
dents on appropriate use

Teachers and librarians/media specialists receive $r| 61.4% | 28.4%| 8.0% 2.3%
sional development on the appropriate use ofriteenetin
their classrooms

Filters (i.e., a mechanism to limiternetaccess to ¢&ain | 93.2% | 3.4% | 2.3% 1.1%
forms of informaton) are installed on computers
Social networking sites are blocked 88.5% | 6.9% | 2.3% 2.3%

The Technology Acceptable Use Policy Is updated ¢ 63.6% | 29.5%| 4.5% 2.3%
year

Table 3-7: [Coordinator Survey] Ethical Use Policies

How doesyour school/school district inform your students and teachers about specific
policies and guidelines related to the ethical useesburces?

Yes Pecentage
copyright notices on appropriate egmient throughout the building 36.4%
modeling and ectoburagement of appropriate ethical behavior among 64.8%
and stidents
copyright policies and procedures included in student and staff handbo 47.7%
AUP policies and procedures (that address ethical use of material) ing 73.9%
in student and staff n@books
provision of examples of bibliographic aibns 48.3%
up-to-date file of copyright permissions, purchase orders, software lict 45.5%
or documentation, etc., to document legal coargle.

one may still question why these topicsiaoé use of resources by modeling and encoetag
included and covered unikgally. Integrity ment of ethical behavior at a rate of 72.6%,
and ethics as a cornerstone of behavior is onlgithough in Table3-7, coadinators indicate
being included irsevenout often LEAs. Ad-  this occurs in 64.8% of case&imilarly, when
ditionally, over half the LEAs (see Table73 asked ifcopyright policyis includedin student
for more detailed breakdown), did not provideand staff handbooks, 59.7%f teachers say
examples of proper citah or include proper yes whereas coordinats believe this occurs
copyright notices when needed. in 47.7% of the timeClearly there is a diser
pancy between what coordinators and teachers
Interestingly, Tablg-7 and Table-1 indicate perceiveis happaing in the school setting,
a disconnect between the opinions of théntec and what eaclbelievesis included in ethics
nology coordinators and educatofer exan-  policy. Perhaps this is a difference in perspe
ple, in Table3-1, educators indicate that theytive. Coordinators may reunderstand what is
believe students ar informed about ethical going on in the classroom, and both groups
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may have a different understanding asvieat
the pdicies are trying to describ&his disce-

pancy should bavestigatedurther.

The C3 Qurvey also asked technology coerd

nators to identify whether technologge pé

icies (AUP, studentcode ofconduct or other
documentspddresspecific areasThe results
are shown inTable 3-8. The topics coverxe

planationsand consequences of digitalapl
giarism, strong passwords, cyberbullying-s

59.6% of schools, cell phone use is addressed
in 74.4% of schools, monitoring gbcial né-
working sites in 59.1%. However, there are
still major topic areas that do not appear to be
addressedNot coveredor Not Surecate@-
ries) 73.9% of schools do not elgin strong
paswords, 70.2% do not outline eadigns of
virus and phishing attacks, and 69.9% do not
explain protection from phishing attacks.
Clearly AUPs and student handbooks need to
be xpanded to cover these key curréoiics

cial networking guidelines, cell phone use,as technology bestgctices list these areas as
and other areas of interesSome categories a minimum set to ensure students and aduc
are improving plagiarism explanations are tors understand proper use and protection of

included in 62.2% of casesyberbdlying in

Table 3-8: [Coordinator Survey] Technology Use Policy

AUP | Student | Not Not Covered
Code of| Covered| Sure |in Othe
Conduct -Speify
Explains digital plagiarism (cuttingand| 42.6% | 17.0% |26.6% | 10.6% | 3.2%
pasting) and lists consequences
Explains to students and wxhtors how td 19.6% | 0.0% 67.4% |6.5% |6.5%
set up a strong pasord
Addresses cyberlbying 39.4% | 19.1% |34.0% |6.4% |1.1%
Social networking guidelines and expeg 40.9% | 6.5% 40.9% |8.6% |3.2%
tions are dtailed
Cell phone usedaressed 20.4% | 51.6% |20.4% |54% |2.2%
Requires moni tor i n40.9% |6.5% 35.5% |54% |11.8%
networking sites (related to ckgork)
Addresses accessingchl school systen 42.7% | 5.6% 43.8% |2.2% |5.6%
wireless account from pgonal computer
Addresses accessingchl school systen 30.3% | 5.6% 57.3% |4.5% |2.2%
wireless acount from PDA or cell phone
Details account security and passwqg 37.6% | 5.4% 44.1% |6.5% |6.5%
guidelines
Details network security and bandwid 48.4% | 3.2% 38.7% |54% |4.3%
guidelines
Details early recognition of potential veu| 23.4% | 2.1% 61.7% |8.5% |4.3%
es attacks and phishingacks
Explains protection from idwity theft 20.4% | 4.3% 60.2% |9.7% |5.4%
Details academic integrity (digital plagiq 44.1% | 22.6% | 22.6% |5.4% |5.4%
ism) and copyright gusines

the LEA IT infrastrcture.
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Student Technology Standards the foundation of work and business? Will the
ethical lapses that have affected companies
In the National C3 Survegualitative inte- from a financial perspectivee.g Enron,
views, tech coordinators and state dioeg World Com, and Tycp be more prevalent in
indicated thatCyberethics, Cybewsafety and IT in the future? This survey may serve as a
Cybessecurity topics are addressed in the stateall to arms to fillthe information and edae
and/or local student technology or media-lit tion gaps help direct policy decisions in the
racy standards. The existence of standards fgture, and serve as a baseline for comparison
backed up by other sources such as Educatida examineeffectivenessof such programs.
We e k Beshnology Coust 2007 Report
which indicated that the majority of statesNationwide comparisons of technology-a
have adopted student technology standards sessment will be difficult asechnology litea-
guidelines of what technology skills studentscy is It up to individual states toefine.”*"
should be aware of and what they should b&tudent technology standards are an excellent
able to do with technology. Only lowa, $4i starting point to share guidance in whai-st
sissippj and the Distiét of Columbia did not, dents should be aware of and have compete
at the timeof the report, have student techno cies in Unfortunately, as one technology
ogy standards in place. Out of the togk- Cc o or di n atSwudent sethaologydsta 1
teenstates hee integrated technology within dards related to C3 topics are broadly
the standards of other content areas, whilwor ded, 0 gi vi migrpretaianm f or
thirty-two states have adopted starmlone Following are some examples of the variation
technobgy stadards™" in standards:

As described above,EA technology coord  Students will be able to identify legal ant-et
nators and state technologiyetttors point out ical behaviors whensing information and
that Cyberethics andCybersafety contentare  techndogy:

addressed at least brieftgirough thesestan- 1 Copyrightlaws and fair use guidelines
dards. However, as noted in tAechnology 1 Acceptable use policy

County 2007 Repgr few states assessust 9 Internetuse

dent s 6In fadt, iatl thisstime, only four 9 Students will demonstrate and adv

states actually assess gatetifical Ardd fedal uSe®iMdtfiodl e NCy O
technology standards.One state director gy and inforration.

wrote W& have not adMamwssed students. 0

educators confirmed this opinion, as @t- A student will perate and maintain technical
catorco mme nt e d sof students, Btl Yequipfieht and the work environment safely

dent knowledge is not assessed. A n o tfdli@&ing gpplicable industry regulations and
noted AOur state ass-egsdifes.Studentsd comp

tencies,but the focus has been on technology

skills application. o ATely®ffetore Sgedifit fheaduletabj@ e hi nd
Act (NCLB) requirement for states to report tives, such as:

on 8th grade technology literacy begins in

2009, so assessments should berdiasing. students will identify examples of copyright

However, will this assessment continue ¢o f Vio|ation5, Computer fraud, and possibb_p

cus simply on technology skills anghore the npgjties.

fundamental ethical, safety, and securisy i

sues that have arisen with thegtb of IT as
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1 Examples: unauthorized use, computerlesson phns.The National C3 Baseline Study
hacking, softweae piracy, virus diss- wanted to examine how technology standards
mination, fines were translatednto curriculum and whats-

sues in each of the C3 domains ichoators
Students will cite electronic sources properly. perceived to be components of the student

f Example: using Modern Languags-A technology standards for theirstticts and/or
sociation (MLA) or American Psyoh  state. Technology coordinators were ask#éd
logical Association (APA) stylean your county/district/school does have tedhno
nuals ogy standards (or ttows the state technology

standards) for students which of the following
Students will practice responsible and appr  Cyberethics, safetyand security topics are
priate use of teatblogy systems, software, specifically addressed thin those standards?
and nformation to include: Check all that apply(See Table8-9, 3-10, 3-
a) explain the purpose of and follow the 11)

acceptable use policy
b) work cooperatively and collaboratively Of the coordinators surveyed, 7.4% indicated

with others when using tecology that no Cyberethics issues were includedwit
c) practice responsible use of temlogy  in technology standards, 8.5% did not see the
systems inclusion of any Cybersafety issues, and 8.5%

d) demonstrate proper carof equpment did not see the inclusion of any Cybersecurity
(such as following lab rules, handling issues Additionally, coadinatorsreported at
equipment with care, appropriate the foIIowing ratesthat each of these tOpiCS
printing of resources) were only peripherally covere®0.2% (eh-

e) explain the potential harm of insgu  ics), 21.3 % (safety), and 25.4% (security)
tive applications (such as worms; v Given the 21 century bcuson technology, it
ruses, spy ware, popup windows, etc) is surprising that so many states and districts
and safeguards for limiting exposur do not have technology standards whioh i
to these clude these facs.

f) use safe and correct security pesc
dures (such as protecting password  In Table 39, over half thetechnology coord
and user ID) nators indicatedcopyright (60.6%) and pt

giarism (54.3%)information is included n
However, detailed objectives and indicatorgheir technology standard€oordinators also
are not common. Insteatroadstroke obje- indicated fle sharing (44.7%), fair se
tives related to ethics and safety are moré48.9%),posting incorrect/inaccurate infoan
common, with few addressing seity. tion (45.7%), stealing or pirating software

music, and videos (44.7%)cyberbullying
C3 Instruction Based on Student (33.0%), and harassment (35.1%pre also
Technology Standards included in standardsGiven the high ine

dence ofviolations in these areasand the

Classroom instruction is tied closely torsta Countrywide interest and attentioon these

dards and guidelines created by local and staf@PICS it @pears thatnclusion in standards
educational departmentShese stadards are May be falling Bhindtheir prevalence
interpreted by the teachers and integratead
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Table 3-9 : [Coordinator Survey] Cyberethics Issues within Technology Standards

If your county/district/school does have technology standards (or follows the state tech
standards) forstudentswhich of the following Cyberethics topics are specificatidrassed
within those stadards? Check all that apply.

Plagiarism 54.3%
Copyright 60.6%
Hacking 37.2%
Fair Use 48.9%
File sharing 44.7%
Cyberbullying 33.0%
Harassment 35.1%
Online etiquette protocols 37.2%
Posting incorrect/inaccurate infoatron 45.7%
Stealing or pirahg software, music and videos 44.7%
Online gambling 19.1%
Gaming 16.0%
Internetaddiction 9.6%
State technology standards foudgnts only peripherally address the cyberet| 20.2%
issues listed above

State technology standards for students daddtess cyberethicssues 7.4%

Table 3-10: [Coordinator Survey] Cybersafety Issues within Technology Standards

If your county/district/school does have technology standards (or follows the state tech
standards) forstudentswhich of the followig Cybersafety topics are specilly addressed’

Check all that apply.

Online predators 29.8%
Objectionable comint 45.7%
Cyberstalking 21.3%
Pedophiles 12.8%
Hate groups 18.1%
Pornography 27.7%
Unwanted communications 35.1%
Online threats 28.7%
State technology standards for students only peripherally address the &p¢ 21.3%
issues listed above

State technology standards for students do not address cybersafesy i 8.5%

Coordinates report that the inclusion @y-
bersafety intechnology standards is at tiBu
ling rates As shown in Table -30, appro-
imately 46% ofrespondents indicadeobjec-
tionable cotentwas addressed by techagly
standards.Particularly surprisig, only one
third of coordinator respondents indted that

their technology standards addressamdine
predators (29.8%) and pornaghy (27.7%).

Continuing the downward trend, only 35.1%
of respondents indicated viruses and -self
replicating malicious code as topics included
in student technology standardiunk enail
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(25.4%), spyware (22.3%), adware (13.8%)Summary
phishing (19.1%), and pharming (2.1%) are

included at surprisingly low rate§he dangers

The National C3 Baselin8urvey data show

these techniques pose is substantial; theihat states and local education agencies, as
omission from standards should serve as a callewed bysurvey respondentglace the ra-

to action to update the staards which ignore
these critcal topics.

Table 3-11: [Coordinator Survey] Cybersecurity
I ssues within Technology Standards

If your county/district/school does have he
nology standards (or follows the state te
nology standards) fostudentswhich of the
following Cybersecurity topics are apfically
addressed? Check all that apply.

Hoaxes 23.4%
Viruses And Other Malicious Sel 35.1%
Replicating Code

Junk Enail 25.5%
Chain Letters 21.3%
PonziSchemes 2.1%
GetRich-Quick Schemes 3.2%
Scams 13.8%
Criminal Hackers 16.0%
Hacktivists 8.5%
Spyware 22.3%
Adware 13.8%
Malware 17.0%
Trojans 17.0%
Phishing 19.1%
Pharming scams 2.1%
Theft of identity 18.1%
Spoofing 10.6%
Privacy 30.9%
State technology standards fou-s| 25.4%
dentsonly peripherally addss the
Cybersecurity issues listed above

State technology standards fou-s 8.5%
dents do not address cybersecu
issues

jority of responsibility of conveyin@ybereh-
ics, Cybesafety and Cybewsecurity in the
hands of educators. In @ctice, this respons
bility was not necssarily evenly shared by all
teachers. Some information, primarilyhieal
issues (copyght, downloadingand plagia
ism), may be conveyed in Acceptable Use
Pdicies and/or student handbooKsowever,
compehending the information was left as an
independent activity for the studefithe pol-
cies were issuedt the beginning of the yetr
the students, who were expected to readn-€o
prehend, and agree to them on their own time.
Coordinators provided insight into LEA®-f
cus on nore inclusion of policies within AUPs
and studentcodes ofconduct, but clearly this
IS not occurring universallyData show that
some items are included within AUP asid-
dent handbooks, but these discussions iare |
mited to prohibitiond restrictions on the use
of the schools IT infrastructudeand convey
limited insights on the topics to the students.
Educators did not &4 that consequences for
cybegethical lapsessuch asplagiarism, were
backed up by the administratioandtherefore
they were likely to either ignore, or giversi
ple warnings to offendersApproximately
50% of therespondets indicatedthere were
no cler methods chosen byéir school or
school districtto conveyinformation on Cy-
bersafety and Cybersecurity studentsSome
educators stated that C3 education was not
their jold their educational plates werd- a
ready full

In order to get a feeling for wh#opics must

be covered, an excellent beginning is viewing
school/school district technology standards

However, as discussed above, only 50% of the
coordinator respondents indicated plagiarism,
copyright and fair use being specifically-i
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cluded in theirstudent technology standards children of immigrant parents are at a partic
However, given the more limited nature of thelar disadvantage

coordinator surveynijnety-four respondents),

additional research should be undertaken tdhis section has explored a baseline f i
better refine this information. Additionally, struction and informatiod what is happeing
sixteenstates do not have staatbne studnt in schools and the classroolvhere inforna-
technology standards. Instead, technologyion is not being providedhis surveytried to
standards are integrated within existing corédentify why not.Since educators seem to be
curriculum standards, and may focus primarilyin the best position to provide this informa-
on technology skills and apphtion. Sta- tion, the survey askethe next fundmental
dards areone way school districts and statesquestion,Do educators feel gpared for the
guide curricula informationbut the general task?

descriptions within stadards are subject to

interpretation Since C3 is not addresseage- ENDNOTES

cifically, the perception is that3 topicsare
not beingaddressedy standardsand thee-
fore are not taught in the ckasom

** Federal Communications Commission Consumer
Teaclers perceive hemselves as being theFact s:  GteindtRdoteetiondAst
main resource for students in these aréas http://www.fcc.gov/cgb/consumerfacts/cipa.html
most all @ucatorsexpresse@ need for kna- . . . .
ing more about all %3 domains for bothrpe Opeanongress. H.RL120i Deleting Online Preat
. . tors Act of 2007.
Sona_-| and_m_feSSIona_l reasons, amdos””_“_j http://www.opencongress.org/bill/1481 120/show
sharing this information with students critical,
as thirgs hapening outside of school impact*Educati on Weekdés Technology ¢
school instruction. Additionallywhile many  http://www.edweek.org/ew/toc/2007/03/29/index.html
feel this should be the pan trogedt is noted _ N
that not all parents understand théjeat area Larura Ascione, 2006a nState

. cy, o0
(certainly many of these teachens parents http://www.eschoolnews.com/resources/measuring

th‘?mse'VeS), and many parerare completely  21stcenturyskills/measuring?1stcenturyskills-
uninformed of these topicsor exampleses-  articles/index.cim2=1&i=36920

eral respondents shar¢dat immgrants and
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http://www.fcc.gov/cgb/consumerfacts/cipa.html
http://www.opencongress.org/bill/110-h1120/show
http://www.edweek.org/ew/toc/2007/03/29/index.html
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How Well Prepared do Educators Feel to Inform their

Students about C3 Related Topics?

As described in Sectio@ of the C3 Baseline how to ensure a website iecsire. Sixty-seven
Study, respondents perceive educators as b percentdo not know howo update their virus,
ing the main soure of Cyberethics, Cybeas firewall, spyware, and anfipam fiters, and
fety, and CybersecurityQd) training for st- 52% did not know how to instalbperating
dents.Despite the inclusion of some C3reo system Q/S) and software patches. Additio
tent in AUP and student handbooks, mosthally, some do not feel any responsibility to
related to Cyberethics, educators still list understand these itemas they believéhese
modeling and encouraging proper behawer topics arethe domain of the IT department.
the predominant means féeaching thisn-  Over 25% are not at all grared to discuss
formation to students in the long terforef-  Cybersafetyssues including what to do when
fective instructionteachers need to feelrme receiving unsatited emails, how to be safe in
fortable if not fluent,with the material or else an online enironment, how to protect oneself
they will ignore, avoidandbr miss opporturn ~ while on ®cial networking sites and wh
ties to instruct orthese issues in the ckas chatting, and how to respond to cybergred
room. Therefore, it $ imperative wexamine tors In fact, less than 32% feel comfortable
how comfortableeducatorsare with the co-  sharing guilance on any of these issubsthe
tent, and how prepared they are to discuss C&ea of Cybrethics, surprisingly 75% are not
with students comfortable discussing cyberbullying, ana- o

ly 36% understood copyrighand fair use.
The C3 Baseline Survey sought to identify These numbers reflect an acralse-board
educator knowledge gaps in order to identifydisconnect between the informatidhat re-
topics requiring new training indiives. For search and industry believes needs to be del
trainingto be effective, it must leawbe re¢- vered to our students, and the knowledge and
pient feeling capable and eowered to pass ability our educators have to deliver Given
this information on to others: coworkersy-st thelevel of dizomfort described by educators,
dents and parentBy obtaining data exploring one might assume thahe current mix of
information gaps from the perspective of theraining is suboptimumand/or current insta4
educators, professiohdevelopment and ¢  tion is inadequateProfessional development
tinuous training can be developed to haveppatunities will be discussed in Section 5.
maximum impact.

The questionexaminedin this setion were
This section reveals that educators do not feelked of educators with the following glii
prepared to talko studentabout many Cye-  ance:
rethics topics, and are particularly troubleg
and unprepared to discuss most aretated  Although not gpart of your curriculum, if e-
to Cybersafety and Cyberseityr Over 60.0% cessary orif the issues arise, how well gar
of educatorsdo not feel comfortable disceis pared are you to talk about the below items.
ing how to detect and minimize compute+ v Rate each item on a scale of 1 to 5 with 1=
rus transmissions, and 52% do naderstand N o t at al |l pr ewhatrteetell (1 6 m
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students. | would feel uncomfortable 8hg  Table 41: [Educator Survey] Comfort with Cybe-
guidance in this area) and 5 = very wellepr rethics Issues
pared (I would feel comfortable sharing gui How well prepared do | Mean | +***V

ance in this area). yotu fegl to inform yctn)ur
S u en S ano

Thus we were not | oK i.foﬁné Ofi (Eytrerbu%- e?xlfj1 d PR o
These questions were seeking to find out INg, the legal prot

teachers felt they had enough knowledge to tions from cyberbuy-
take advantage of teachable moments to bring ing, and how to repor

these issues to bear in the classroom it
CE- | what they can dom | 2.28 | 0.060

2 load from social ne
working sites or we-
pages (i.e,files, vid-
€0Ss)

T

Cyberethics

The first area under investigation in thicse
tion looks at aspects of personal behaver 1 .

lated to ethical choices afsing technology. gE' c?pé/rlghtd_la_wsl asg_} 2.80 | 0.065
Cyberethics is the discipline dealing with what plied to digital media
is good and bad, and with moral duty armd o electronic mfo_rma_tlon
ligation pertaining to online environments an and dpwnloadlng files

digital media.Many studie§*" have focused CE- | copyright laws as & | 2.98 | 0.065
on these areas, with significant focus oa-pl 4 plied o educatiorlg
giarism and gberbullying. Given the focus on uses (Fair Use)

these concerns, one would expect teachers foF consequences of i) 3.34 | 0.065
have been extremely well prepared tecdss |2 | 9ianism :
these issues with theirustents.As shown in | CE- | how to correctly citg 3.34 | 0.065
Table 4-1, teacherrespondentson average, L& | references
did not indicate they would feel comfortabl
shaing guidance in this area.

* p<0.05

demic htegrity Study Student Cheating in

. _ , Ameican High Schoolsreports that nearly
Acknowledging the attention the topic has75% of high school students adted to aa-

been given in the news, not surprisinglyued yaomic dishoesty™ Fifty-two percenttated

cators were most comfortable discussing-pl they hadcopied a few sentences from abwe
giarism and citation with their students, with agiia' \without citing the source The 2006Jo-
mean value of 3.34. However, given suct-m gonhqon Ingiute Report Card on the Ethics of
dia attention, it is surprising that the mean wa$, marican Youttof 36.000 public and prate
not higher When teachers werasked,HOW  nigh school students revealahe in three
often do you perceive each of the following33o4 students admitted they used iifernet
occurring over the course of a year in youri, iaciarize an assignmefit" While edua-
school (1= very high occurrence, § N0 @- s felt most comfortable informingustents
currence), the mean for plagiarismasv ,p4¢ plagiarism and citation topics, one

2.39_t0.065*, indicating they believed it to be might expect the mean score to be higher than
a fairly common occurrencén fact, of those 3 34 ‘|nsight fromtie earlier section prides

respmdents who expressed an opinion, 25.2%¢ eyplanationSpecifically, as stated in the
e o o ooy ime wacae dules n Sectot, responderts shetaha
support 9 ) although policies might be included in student
ing similar resultsThe Center for Aedemic handbooks andAcceptable Use Policies
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(AUP), in many cases, descriptions of @ol that teachers do not feel they have the tools to
tions and the associated consequences are ndiscuss this issue
included. When edators identify a violation,
students and parents complain, and often thieikewise survey data reveal that educators are
school does not enforce follewp. Since B-  not prepared to talk with students about what
forcement is uneven at best, many educatoifies are appropriate and safe towddoad
do not feel identifying violators is evth their from theInternet and how to detect or avoid
effort, and therefore ignore or minimize theviruses, Trojans, spyware, or other malicious
importanceIn many cases #y avoid discuss code Only 18% of the respondentsdicated
ing the topicSome educators identified this asthey were prepared (4 or 5) to talk about this
a predominant concern. As shared by one pasubject with their studentsCopyright laws
ticipant, and their application to the csom continue
to be a point of confusion and consternation
Plagiarism is the key issue withudents of for teachersDigital media is covered by pe
all levds. The computerhas become a yright and numeras presentations have been
source of easy cut and pasfEhey DO given on the subjedt™ Yet only 31% felt
NOT see the harm in this activitye must comfortable discussing copyright laws with
change this; we need to encourage moreespect todigital media (mean = 2.80), and
creative writing; whether it is fiction or only 36% felt comfortable discussing itp-a
reporting facts We must instill a sense of plication to education (mean 2.98) As dis-
ownership of theiomwn work, not that of comforting as tiis lack of Cyberethics kna-
others. ledge is, educators were even more anpr
pared forCybersafety issues, which is thebsu
This leaves educators in a quanddiye issue ject of the next section.
is important but unenforced, and may be part
of their discomfort in discussinglagiarism
more in depth

At the other end of the scale, teachers were
uncomfortable informing theistudents about
cyberbullying (mean of 2.14Table 21) and

in fact, 75% indicated a comfort level of 1 or
2, signifying they were not prepared to share
guidance in this area (see Figutd, CE1).
This isalsovery surprising considering recent
attention to this issug™"" andcalls into que-

tion the effedveness of existing campaigns.
Perhaps the campaigns are focusing predom
nantly on awareness, and are targeting st
dents and parents. As one technology ceord
nator statedfi € wh e n  w dnteilmetsdie- a n
ty assembly, teachers spent most of their time
disciplining students in the auditum and
di dnot have much toime to focus on the pr
gr am i Rindirgg$ ffom this survey reveal
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Figure 4-1: [Educator Survey] Cyberethics-How wel | prepared do you feel
CE-1: Cyberbullying CE-2:5DownIoading
5
6% 5%
19%
3
0%
3
22%
. 2
35% 25%
5 CE-3: Copyright CE-4: Copyright (Fair Use)
5 1
12% 1 15% 17%
4
19%
4
2
0,
21% 19%
2
21%
3 3
27% 28%
1= Not at all prepared (I d&dm not sure what to tel

and 5 = very well prepared (I would feel comfortable sharing guidance in this area).
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Figure 4-1: (continued)

CE-5: Plagiarism 1 CE-6: Citing Refereces

12% 1
5 12%

16%
16%

4
26%

26% 3

23% 3

23%

l1=Notatallpr epared (I ®d&m not sure what to tell student
and 5 = very well prepared (I would feel comfortable sharing guidance in this area).

Cybersafety tions they need to take &void being a victim
of cybercrime (identity theft, predators,ye
Whereas Cyberethics focuses on the ability tderbullying, etc.)(M=2.46, 21% answered 4
act ethically and legally, Cybersafetyda or 5) how they can protect thesises on s-
dresses the ability to act in a safe and raspocial networking sites and while chatgn
sible manner on thimternetand in online B-  (M=2.46, 23% answered 4 or;53nd strate-
vironments These behaviors can protectrpe gies to protect personal information in online
sonal informationand o n erépsittion, and environmentgM=2.51, 23% answered 4 or 5).
include safe practices to minimize daag Slightly more positive results were returned
from behavioal-based rather than hak for what they should do they receive unsil
ware/softwarebased solutions. cited emails or instant messagéM=2.68,
30% ansvered 4 or 5) andequirements in
In the area of Cybersafety, survey results-ind creating a strong password@V=2.72, 32%
cate educators are still below the threshol@nswered 4 or SYhus, in all cases, the majo
comfort level of 3. As Tabl@-2 shows, the ity of teachers did not feel they had the bac
average mean was 2.49 when asked haw-co ground knowledge to amfortably instruct
fortable respmdents would be sharing advice ther students on best practices. fact, in all
and knowledge to students abduw to pp-  cases at least 25% of the respondentsNett
tect from and respond to online cyberpmed at all preparedo provide advice on the pa.
tors, and identity theftAs shown in Figurel-
2, only 22% felt comfortable (score of 4 or 5)
with the subject. Similar results wereosim
when asked how prepared they felt to share
guidance with students abowuthat precai-
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Table 4-2 [Educator Survey] Comfort with Cyber safety Issues

How well prepared doyoufe el to inform your st u|Mean +*
CSal | how to protect from and respond to online cyberpredators, and| 2.49 0.060
tity theft
CSa2 | what precautions they need to take to avoid being a victim of €] 2.45 0.060
crime (identity theft, predatorsylserbulying, etc.)
CSa3 | how they can protect themselves on social networking siteg 2.46 0.062
while chatting
CSa4 | what they should do if they receive unsolicited emails or instagt | 2.68 0.067
sages (information asking them to check out a picture, \odefac-
ument, asking them to updatecaunt information or informing ther
they have won a prize)
CSab | requirements in créag a strong password 2.72 0.068
CSab | strategies to protect personal information in online enuikents 2.51 0.063
* p<0.05

These results are alarming for several reasons.e s si ons andn amodk el nhsense.

First, children are commonly instructed bystances, state directors indicated thméernet
public service announcements and new-pr safety awareness (as well as security ahd et
grams on TV,Internet information sources, ics) for students and teachessunde the d-
safety literature, anthternetsafety providers rective of tle local educational agency (LEA).
to confide in a trusteddult if any online &  Bothtech coorthators and state directaaso
tivities make them feel uncomfortable ad- shared that LEAs are required to indicate in
dition to parents, educators are a critical groupheir local technology plan submitted to the
that children choose to confide in. Yet, educ state, how they will dressinternetsafety, or
tors clearly feel uncomfortable and -ill in some casegyberawareness, as defined by
prepared to share insight on these topies. Sthe technology standards. However, it whs a
condly, Internetsafety has been a major topicso revealed that implementation is left to the
in the media, and several states hes@ently LEAs and not ssessed.

passed legislatiormandating or promoting

Internetsafety lessons in the school settthg The graphs shen in Figure 4-2 specify the
Cyberbullying has been a topic in both thecomfort level denoted byrespondents with
news and in schools. However, thesdian respect to the issues kst in Tabled-2. These
tives have not yet prepareduedtors to the resultsare particularly troubling as they gu
level necessary for them to address the topiagestthat, across the board, educators lack the
with their studentsPerhaps lessons have beemecessary preparation to inform theidsnts
directed towardawareness foiparents and about theséssuesAs stated earlier, the Hig
students, and additional initiatives are require@st competency, 5, was to designatey well

to address the educatcomponentWhen a&k-  prepared (I would feel comfortable siiag
ing tech coordinators and state directors tg@uidance in this areagndnot| am an epert
comment on state and locaiternet Safety (I can instruct at the highest levelg)he su-
initiatives and awareness programs, interviewey was directed to reveal the ability to inform
responses echoed these conce® f t e-n amdrsheare, and the data indicates educators are
time assemblies or general brestdoke se- not at the preparatiolevel needed to share
sionsarepeent ed t o t e ac h guidanceoUnidrtunately, cdméont with Cybe
them [edicators] to take it all in one or two security knowledge is even morestdessing.
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Figure 4-2 [Educator Survey] Cybersafety-How we | | prepared do you feel

CSa-1: Cyberpredators CSa-2: Cybercrime
5 5
6% 6%

16%

26%

2
27%

2
25%

CSa-3: Social Networking CSa-4: Unsolicited Content
N 5
0,
% 12%

16% 29%

18%

22%

2

3
26% 21%

1= Not at all prepared | 6 m not sure what to tell student s.

and 5 = very well prepared (I would feel comfortable sharing guidance in this area).
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“Figure 4-2: (continued)

CSa-5: Strong Password
5
13%

19%

3
20%

1= at

al |
and 5 = very well prepared (I would feel comfortable sharing guidance in this area).

Not

CSa-6: Protect Info

5
8%

28%

25% 2

24%

p r eaptatellestdder(tsl 1Gvould rieel tuncamiortable skdring guidance in this ¢

Cybersecurity

Cybersecurity is defined by the HR 4246;-C
ber Security Information Act @0), as "the
vulnerability of any computing system, sof

dents. As Bown in Table4-3, the highest
mean resulted when asking educators how
well prepared they felt they were toform
students aboutthe impatance of firewalls,
virus protection, and antspyware to protect

ware program, or critical infrastructure to, ortheir information from compromise and ident
their ability to resist, intentional interference,ty theff but this quetion only had a mean of
compromise, or incapacitation through the m 2.60 on the &5 scale, and as shown in Figure

suse of, or by unauthorized means of, lire
ternet pubic or private telecommuoations

4-3, only 28% rated themselvedth a con-
fort level at 4 or 5The next highest meae

systems or other similar conduct that violatesulted in their. comfort irimfor.ming student;
Federal, State, or international law, that harmgbout spam, Iits characteristics, and adei
interstate commerce of the US, or that threa ance which had a mean of 2.41, yet only 20%

ens public health or safetyd~or the purposes
of this survey, we define&Cybersearity to

of the respondents felt comfortablesalissing
the topic (level 4 p5). Thesetwo topics are

cover physical protection (both hardware andot highly technical and merely are supposed

software) of your information and tewology

to address an ability to provide a ckiest of

resources from unauthorized access taken Hyybersecurity needs, and warn of theoass

technological needdn contrast, most of the
issues covered ilCybersaéty are steps that
one can take by notvealing information by
feci al 0 means.

Cybersecurity is the areia which educatos
felt most uncomfortable giving advice taust

ciated dangers of not having thesetpctions

in place, yet teachers do not feel prepared to
discuss these topick fact, for these dyects,
26% of respondents said they waracam-
fortable sharing infomation about firewalls,
and 31% were uncomfortable discussing
spam.
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Table 4-3: [Educator Survey] Comfort with Cybersecurity Issue

Howwellpr epared do you feel to inform |Mean]| +*
CSel | how to make sure a website is transmitting information securely | 2.24 | 0.063
CSe2 | spam, its charactetics, and avoidance 2.41 |0.06L

CSe3 | the importance of firewalls, virus protecticand antispyware to pv- | 2.60 | 0.063
tect their information from compmise and Identity theft

CSe4 | detection and minimizing computer virus transmission from both | 2.29 | 0.06L
uments and email

CSeb5 | the installation, configuration, and updating of firelwalirus prote- | 2.12 | 0.060
tion, spyware detection, and aspam filters

CSe6 | how to automate data backups 2.06 | 0.060

CSe7 | how to update operating systems patches, browser(s), addcpvity | 2.27 | 0.082
software (i.e. email programs, office programs) to thestatersion

* p<0.05

The discomfort respondents had discussingchool work. As the saying goesrdwarned
Cybersecurity topics extends to all questionss forearmed, and many teachers may dpe i
in this areaFifty-two percentof respondents noring the warnings. With the greater asses
could not discuss how to make sure a websitment tasks being placed on teachevs, are
was transmitting ecurely (level 1, 2 60% not proposing that the omputers be kept only
could not discuss how to detect and minimizeat schoadd there is no way teachers could
computer virus transmission$7% could not keep up But instead, teachers must bede
discuss how to update a firewall, virusysp more aware of their responsibilities witk-r
ware, and antspam software52% could not gard toprotecting the data with which they are
discuss how to update operatingstsyn and entrusted and minimizingripacts from spam,
software patchesand 67% cald not discuss pop upsandspyware Teachers must be urged
how to automate backupEducators seem to to becone knowledgeable citizens themselves,
have relegated Cybersecurity solely to thesnabling themto convey that knowledgéo
domain of the IT departmer€omments from their sudents.

responden tQGurtachmdepamentdsd , A

usually responsible for the installation, updateAs the use ofaptops for teachers and students
and purchase adll software and securitysi becomes more prevalemtne would anticipte
sues with all computers used in thestdict.  security awareness to be a reguient. These
Also the training of any relevant aeriall0  survey results show otherwise. To see if this
and fAMost of what vy oinformeatsok eadks with the opiniehs & sthen o t
really apply to classroom teachet®ave the educators, followup interviews were cm-
secuity to the tech support peopbeThus, not ductedwith LEA technology coordinators and
only are some educators nofdrmed about state directors. Findings cotemented edu
security, manydo not see any need to be i tor data. Both technologyoordinators and
formed Although school coputers may be state directors responded that much on tie s
tied to a central IT supportganization, many curity side is managed by the LEA IT organ
teachers either have schootissued laptop, zations, which aid in eliminating securityi-m
where, in many cases they can adallage shaps. However, statements from educators
software or a personal computer at homeindicate some major seci ty f | aws.
where they may be awpleting some of their have installed software and downloaded files
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from home onto my d- amdicatpdonlyawneh foscedmanda2b% &t at
ments were common in the educator rinte sppndednever when askedls your technab-
views. Although mterviews and focus groups gy acceptable use poy updated each year
were only conducted with alect group and 26% respondedo. Most businesses require
may not be a represetive sample, the results strong pasvords and changes every-280
from the survey indicate that this may be alays. The pace of change in teclugyl is so
more ubguitous problem. Classroom teacherdast, that yearly reviews and updatesAafPs
need to better understand their responsibilitieare imperative. These findings indicate pote
as the front line ofCybersecurity. It should tially severe security holes, and beckon further
also be noted that Consortium for Schoofresearch to examine how pervasive these-pra
Netwaking (CoSN) findingd indicates a tices are anthesecurity impications.

troubling cacern, mainly with small school

districts of IT administrators being un@r Educators are not merely the conduit of i
pared or not fully qualified. It was noted thatformation; they are potentiglivast consumers
many IT admingtrators lack background and of technology. Professionally, online eddc
professional knowledge in the domain ot-ne tional sites, educational and reference iinfo
work security. Indeed, the concern has rgeen mation, and web-enabled text books enhance
ly been raised with KL2 IT auditors" One the educational experienckesson plans and
technology oordinatorstatement supports this curricula are becoming almost exclusively
argumentiét he | T admi n preducedaon the compa. Pradacsvity tools
science teacher who was interested in- nesuch as attendance, report cards, computer
wor ki ngéseems t o sidtentk based gradebooks) wosdopassors, cabendars,
with the recently released Computing flec and email are the norrPersonally, mosedu-
nology Industry Association survey €n catorsuse celphones, cable modems, email,
ings™" The 2008 CompTIA surveyevealed a online stores, and stance learning to increase
wide gap between IT security skills neededheir knowledge The productivity ehane-
and those workers brought to the jdforty ment that technology provides, and the ease of
percent of the organizations surveyedaisl producing metrics as required by NCLB
their I' T empl oyees weuldeeem to inticate a redditacundenstand i n
such skil | s-fourths Nfetlerrd- y sedurityrBaténstead, this is left to the domain
pondents specifiedesurity, firewall, and data of the IT department. However, businessl
privacy as the most important IT skills. Wo government have already determined theat s
ever, only 57% #ieved their IT employees curity must be coupled with safe practices for
were proficient in such skél They attributed maximum éfectivenessAs shared by IS® s
this gap to the rapid change of technology, anfinterretional Information Systems Security
sought to naow the gap through training and Certification Consortium) security awareness
incentives Experience is not to be overlooked, campaigil": fOf all the scary things that can
however, as IT companies pointed out updatedabotage a networkuman beings are by far
training and essential knowledge is indispen the deadliest. In factjp to 80 % of security
able. While not the purpose of this survey, problems & caused byPEOPLE Instead of
several questions illustrate this point. Wherfocusing on hardwarand sftware solutions,
technology coordinators were askbldw d- we need to rely on another kind of security
ten does your cay/district/school require tool: education 0

employees to change their passwor88.6%
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Figure 4-3: [Educator Survey] Cybersecurity-How wel | prepared do you feel to i

CSe-1: Secure Info CSe-2: Spam
5 5
7% 6%
4
14%
31%
3
20%
3
24%
2
2 25%
23%
CSg-S: Firewalls, etc. CSe-4: Virus Transmission
5
8% 6%

20%

3
22%
2
2:% 23% 2
26%
1= Not at alll pr epar eudents.ll &ould feed incomfortatde shahing guidanoe intthasla

and 5 = very well prepared (I would feel comfortable sharing guidance in this area).
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Figure 4-3: (continued)

CSe-5: Updating Protection CSe-6: Backups
5 5
4 5% 4

5%

1
43% 3 1
3 45%
19% 17%
2
24% 220
CSe-7: Update OS/SW
5
8%
15%
25%
2
24%
1= Not at all prepared (| 6 m feelatcordortable shavihgagtidance in thig dre

and 5 = very well prepared (I would feel comfortable sharing guidance in this area).
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What C3 topics have come up with discuss this topidnterestimgly, this number is

students, and what did teachers close to he 23% who had indicated disne

share? fort with discussing plagiarism and propef-re
erence citation in Figurd-1. This begs the

Although the majority of educators Sur\,eyedquestion, did the opportunity not arise, or did

did not feel well prepared to give guidance onfhe educator intentionally avoid such a tapic
C3 topics, during conversations and discu In the interviews, one educator sharédi t 0 s

sions with and between students, the topngJst so easy for students to take advantage of

have arisen. This survey investigated the- to their tech knovnow €1 hear them
ics that have come up most often in class: A about text messaging their friends about test
ditionally, although many educatodid not duestions €el havenodot seen

feel comfortable giving guidance in many oft hat doesndt meanilittoshas
the C3 areas, we weratérested in knowing €asy to tell studentsely need to cite theier

what comments, if any, did they share withS Our ces, but 1 6m not sure
students? the correct needytogobackdo it

and br unso$t of this fitation process]
Figure 4-4 shows the C3 topics that havé-ar IS handled by the media epalist or English
sen in class. Nosurprisingly, in the area of I € @ ¢ Moaly 18&% indcated that hacking
Cyberethics, 62.2% of educators surveyed i hadever come up in class in spite of the. fact
dicated that the topic of plagiarism has comdhat several educators mentioneid their
up in the classroon82.5% noted a discussion comments and interviewsstances of student

of text messagingestanswers to friends had intrusion. For exampléd Recent Iy, our
come up in class. Additionally, resultg-r district (the high school that our middle school

veakd 42.1%respondedhat downloading of ~feeds to) had a student bkemto the system
music and video files had presented itselfand change student grades. It made bigihea

Surprisingly, 25.4%, a quarter of the educator§n€so  Anot her teacher shar
surveyed, indicated tha@yberethics (incld- students was able to send out a message to all

ing plagiarism propercitation, cyberbullying, St af f [via one of the sct
etc.) had never come up in clags.spite of Were able to track down the student, by figu

studies inlicating that approximely threeout ~ iNg out whichcomputer it came from. Bute

of four high school students have adiedl to Y because that computer was only used by
academic dishonesty, 398 out of the569 WO students, and one of them was absent on

survey respondents have never hatianceto t he day it was sent. 0
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Figure 4-4: C3 Topics that Arise in School

Cyberethics

25(4%
Text messaging | |

answers to friends

||
| 18.6%

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0%

Cyberethics has not
come up in school

Downloading music

v
and video files |42'1

o

32,54

S

Plagiarism | 62.29

Hacking

Cybersafety

8.7%
2B.0%

30.1%

Not sharing personal | | | |
information with
strangers online | | | |

25.8%

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0%

Cybersafety has not
come up in school

What to do if someone
posts unwanted or
inappropriate material

What to if you receive
harassing message:

Never letting someone

|32.89
use your computer

62.79

Watching out

0,
for online predators | 36fa%

Dangers of social
networking sites

|40.5%

Identity theft

Cybersecurity

[
11.3%
16.4%

10.6%
21.7%

10.0%

Cybersecurity has not

)0/
come up in school |46.0%

Updating operating system

Using spam filters

Changing passwords often 30.0%

Updating anti-spyware
program on computer

Using anti-virus

software or a firewall |2 okl

Protecting computer
from malicious software

Fraudsters

. 9.1%
trying to steal money

0.0% 20.0% 30.0% 40.0% 50.0%

The data shown in Figuré-4 indicate that
62.7% of educatrs have had the topic of
shaing personal information with iEtngers
online arise in classThis is not surprising
given the fact that the Pelnternet& Amer-
ican Life Project reports that 35% of ah-o
line teen girls blogas do20% of online
boys 54% d girls using thelnternet post
photos online, as do 40% ofilime boys™
Additionally, 32% of online teens havedre
contacted online by a strger, and 49% of
those who have posted a photo online have
been contacte?" Surpisingly, 28.7% of
the C3 Baselie Survey educator respo
dents indicated that Cybersafety has not
come up in schooHowever, research ind
cates that 93% of teens use theernef and

55% of those use online social networ
ing. " Social networking has only come up
in 40.5% of the classegven though over
50% of ech class is using such sitds.
seems unlikely that no Cytsafety topics
have ever come up in the 28.7% of classes
where teachers saw no appunity to ds-
cuss the issudnstead, there is a real rco
cern that they cannot recdge the oppou-
nity, or they atively avoid the discussion as
they feel mprepared to share insight.

Also shocking is the fact that Cybersecurity
has not come up in the classrooms of almost
half (46%) of the respondents. Teach®aesy

not understand the dgers of poor secity,

as only 30.0% have discussed password
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changes, only 27.7% have discussed tpda
ing antispyware pograms, and only 11.3%
have dscussed updating operating system
software. When technology coordinators
were askedHow often does your cao-
ty/district/school require employees to
change their passwords38.6% indicated
only when forced taand 25% responded
never.This could represent a potential sec
rity concern. As mentioned previously,
when askeds your technology acceptable
use policy pdated each yeaR6% respod-
edno. Thus, the AUP may not include new
and emerging dangers and threats.

As a followup question we probededu@a-
tors to reveal what information they shared
when the topics did come up. In many cases
teachers mentioned thidiey did not sayra
ything; theconversation was amongudents
and they were just listening in. Others gave
more detailed accounts. A sample ac#-d
scriptions provided by the respondent$ fo
lows:

When ethical issues have come up in class |
have sharedwitht udent s é.

Taking things without permission, is like
stealing (cutting and pasting)

You need to use your own words and i
clude references

When you cheat, you cheat yourself and
others who have studied hard

Cyberbullying is just like bullyingxeept
i ¢ anline. Students need to ignore such
behavior.

You need to tell youstudentto talk to
their parent [regarding inappropriate

content placed in social networking

sites]

I donodt
bullyinglé t e | |

k n o[aboutvdylzet
t haor?7ad mi ni

WhenInternetsafety comes up in class |

have shared with st

What | tell my kids is if they get strange
emails or instant messages, they should
just celete.

can email kKvac
of f the |istéeé
Never trust anything you see
Never trust anyting or anyone waline.

You need a least 5 letters and upper and
lower cases

When Cybersecurity comes up in class |
have shared with
I donot order or b a
virus sof
Om n

You need to have anti
wareéalthough |
it is. But you need it!

Never bank or order anything ne
l ineéitds. just not

Rather than learn safe practices, somehteac
ers have taken a heauthe-sand @proach,
and either avoided or lacked thgportunity

to learn about technology, and are passing
their lack-of-knowledgebased concerns on
to the stidents.
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Educator Comments about Need and Comfort Level

Al am not knowledgeabl e about
Cyberethics
il feel OK talking to students about plagiaris
1T Ano real consequendtc¢es nfohesnt udhédnts i f you d
f Aéusually have to handle it yourself. I f yo
f Acutting and pasting has just become so eas
1T Al reported a case to the admini st r alasport]nbt {
ing happend 0
1 #Aifreportingléan i ncidence was a nightmareéparen
worth ito

One comment summed up what several general classroom teachers shared

T Altdés easy to tell student s t hesl would ealdknawadhe @oi
rect way need tadgo backtand biushdimost of thidcitation process]s handled by the
media specialist or English teacher. o

With respect to cyberbullying

T Al have no idea. The whole thing seems out
T AThe thing | find most troubling at the mte
side of school hours and there is the opinion from many school administrators that it is therefq
the school's responsibility to deal with. Tégwoblems spill over into a child's school day too ang
becomesor probl em. 0o

Cybersafety
T Al just can not keep up. They all have MySHp
T il am a guidance counselor/ assistant rdéducated

aboutthesedy ect s. O

T il graduated from a counselor education pr
these topics. | have attended conferences where these topics were offered, but always went
topics (could only lsoose one and others were more appla bl e t o el ement ary

Cybersecurity

I really dondt [cybersbeuritystopealistedamswyveyp f t hi s O

I really need to |l earn more about howd o
The wh dcybersetunityjnsg bot her some and over whel min
never bank or order anything onlineéitds
Much of the programming at my district is

to the technology suppdrte a m. 0

E I L
St St St D
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Summary

This section has described educsior drin-s cdnigation of youth: Five years later. National Center fordvlis
f ith . d indi h Ing & Exploited Children.Ybarra, M. L., & Mitchell, K. J.
ort with C3 issues and indicates they are n0g004). Youth engaging in online harassment: Associations

likely to share guidance with students on suchiith caregiverchild relatimships,Internetuse, and personal
topics in the classroom. In the case of Oybe characteristicsJournal of Adolescen¢@7, 319336.
safety,educatorsfeel that they do not unde - _

. . For plagiarism see: Braumoeller, B. & Gaines,B. (2001,
stand the rules of social networkmg and Saf%ec.). Actions do speak louder than words: Deterring plagia
downloading. They believe Cybersecurity isism with the use of plagiarism detection softwamurnal of

the exclusive domain of their IT depment. Political Science and PoliticAmerican Politcal Science
Ed t fortabl ith Cvb thi Association, 34(4), No.4, 83839. Goodwin, A. (2007).>&
ucatorsare uncomiortable wi yberethics ploring the relationship between moral reasoning anel st

issues; they do not really understanditita- dentsé6 understanding of the honor

' Why more Americans are doing wrong to get aheathr@o:

feel their admlnlstrat!on will back them up in Harcourt. Center for the Sty of Ethical development.
instances of plagiarism. They are also very2005).

uncomfortable with the issue oyhnerbullying. http://V\_/ww.centerforthestudvofethicaldevelopment_._net
Cummings R., Dyas, L, & Maddux, C.D. (2001).reipled

C_l(_':‘arly' this S_urvey has spotlighted somg- si moral reasoning and behavior of presesvieacher education
nificant gaps in educat C3 knowledge, and studentsAmerican Educational &earch Journal38, 143

inf . h icth dB h honesty. Liberal Edwtion. Summer/Fall 2005. McCabe, D.
Information on the topicéney needBut what | ‘g gowers, w. J. (1996). The relationship between student

are educational systems doing to fill tie@ti-  cheding and college fraternity or sorority membersigS-
cator knowledgegap') The next Sectlon e PA Journa) 33, 28091. McCabe, D.L., Trevino, L.K. and

. . : . Butterfield, K.D. (1999). Academic Integrity in honor code
amines this topic How educators are nk and norhonor code environments: A qualitative inveatig

formed about C3. tion. Journal of Higher Educéan, 70(2), 211234

ENDNOTES % This survey was unde(taken with approximately 1569
educators. A confidence interval was computed based on
educator responses. Thus, from a statistical perspective, with
a 95% probability, one could state that the trueufaifon

mean is within+* of the reported mean.

xVEor Cyberbullying see: DavidFerdon, C., & Hertz, M. ) _ _ o
(2007, Dec.). Youth Violence and Electronic Media: Similar . Center for Academic Integrity Study: Student Cheating in
Behaviors, Different Venuedournal of Adlescent Health American High Schools. Donald L. McCabe May 2001
41(6). Supplement 1, AA4, S1:S68. Hinduja, S. & Patchin,  Nttp://www.academicintegrity.org/

J. (2008). Offine Congquences of Online Victimization:

School Violence and Delinquencjournal of School ¥ ijosephson Instituteodhicsd®#007 Repol
olence 6 (3), 89112. Hinduja, S. & Patchin, J. American Youth
(2008).Cyberbullying: An Exploratory Analysis of Etrs http://charactercounts.org/programs/reportcard/

Related to Offending and VictimizatioDeviant Belavior, 29
(2). Ybarra, M.L., DienetWest, M., & Learf, P. (2007).>&
amining the overlap imternetharassment and school hull
ing: Implications for school interventiodournal of Adols-
cent Health 41(6)., S42S50. Wolak, J.Mitchell, K., & Fin-
kelhor,D. (2007). Does Online Harassment constituteybull
ing? An exploration of online harassment by known peers an
online-only contactsJournal of Aalescent Health41(6).
S51:S58.0pinion Research @poration (2006)Cyber bully
preteen Available at:
www.fightcrime.org/cyberbullying/cyberbullyingpreteen.pdf
Opinion Research Corporation (2006yber bully teen
Available at:
www.fightcrime.org/cyberbullying/cyberbullyingteen.pdf
Wolak, J., Mitchell, K., & Finkelhor, D. (2006). Online \iict

VU Major campaigns have come from sources such as the
National Crime Prevention Council
(http://www.ncpc.org/cyberbullying the US Computer
Emergency Readine3gam f{ttp://www.us
cert.gov/cas/tips/STO605.htm), the National Center for
LI\/Iissing & Exploited Children
(http://www.netsmartorg/resources/reallife.hdmniKeepSafe
(http://www.ikeepsafe.or)/ iISAFE (ttp://www.isafe.org),
WebWiseKids ttp://www.webwsekids.orgy, Stay Safe
Online fttp://www.staysafeonline.infpand WiredKids, Inc.
(http://www.stopcyberbullying.ory/
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http://www.fightcrime.org/cyberbullying/cyberbullyingpreteen.pdf
http://www.fightcrime.org/cyberbullying/cyberbullyingteen.pdf
http://www.centerforthestudyofethicaldevelopment.net/
http://www.ncpc.org/cyberbullying
http://www.us-cert.gov/cas/tips/ST06-005.html
http://www.us-cert.gov/cas/tips/ST06-005.html
http://www.netsmartz.org/resources/reallife.htm
http://www.ikeepsafe.org/
http://www.isafe.org/
http://www.webwisekids.org/
http://www.staysafeonline.info/
http://www.stopcyberbullying.org/

X Eor exampleCopyright Issues ithe Digital Envira- ing but not limited to: social networking site friend requests,
ment spam email, or comments on ag@nal blog or photo sharing
(http://www.edtechpolicy.org/C32006/Material/Bonner/C3Co site.

nf10.6.06.ppt, by Kim Bonner, Given at the 2006 C3 Cenf
rence fittp://www.edtechpolicy.org/C32008/andCopy-
right, Fair Use, and the Cultural Go-
monshttp://mitworld.mit.edu/video/469/

Vi Teens and Social Media:

«l S http:.//www.pewnternetorg/pdfs/PIP_Teens Social Media_F
For example, Kentucky has sent a bill to itds&gure on inal.pdf

February 13, 2008 (House Bill 367), anddihia (HB58i
Approved March 7, 2006), passed a law requiring students to
be taught abounternetSafety, and in lllinois, The Kotowski
InternetSafety Bill (Public Act 098)509095-0509-
http://www.ilga.gov/legislation/billstatus.asp?DocNum=1472
&GAID=9&GA=95&DocTypelD=SB&LeglD=29564&Sessi
onlD=51 states that each school majapt aninternetsafety
curriculum and recommends 2 hourdrternetsafety catent

per yearin New York Bill AO8333
http://assembly.state.ny.us/leg/?bn=A08333&slFexas SB
136 InterneSafety Curriclum and Texas HB3171 Internet
Safety: makes available curriculum for use to schools
http://www.capitol.state.tx.us/BillLookup/History.aspx?LegS
ess=®R&BIll=SB136 and
http://www.legis.state.tx.us/BillLookup/History.aspx?LegSess
=80R&BIll=HB3171)

I Education Break Out Panel: 2007 National Cyber Security
Awareress Summit. See also CoSN Cyber Security for the
Digital District http://www.securedistrict.org/

W See CyberWATCHttp://www.cyberwatchcenter.org/
Research/Rsources

Xt Security skills of IT workforce lacking, survey finds.
http://www.networkworld.com/news/2008/022788curity
skills-it-workforce.htmland A Ski hl sh&awer |l dés | T
Workforce:A CompTIA International Research
Studyhttp://www.comptia.org/sections/research/research%20
docs/ITskillsStudySummary@8.pdf

XV 1SC? is the nomprofit global leader in educating and éert

fying information security professionals. Their cécgtions
include CISSP, ISSAP, ISSMP, ISSEP, CAP, and SSCP.
https://www.isc2.org/gi-bin/index.cgi

“ Teens and Social Media:
http://www.pewnternetorg/PPF/r/230/report_display.asp

“ Teens and Online Stranger Contact:
http://www.pewlnternet.org/pdfs/PIP_Stranger_Contact Data
Memao.pdf. the definition of stranger is important to note.
As noted in the briefing footnote, About a third of online
teens (32%) have besithnecom-nt acted by fsome
nection to you or any of your friendso, and nearly a quarter
those contacted say that they felt scared or uncomfortable as a
result. Please note that this definition of stranger contact may
include a range of direct and indirect commuti@zs, includ-
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http://www.legis.state.tx.us/BillLookup/History.aspx?LegSess=80R&Bill=HB3171
http://www.securedistrict.org/
http://www.cyberwatchcenter.org/
http://www.networkworld.com/news/2008/022708-security-skills-it-workforce.html
http://www.networkworld.com/news/2008/022708-security-skills-it-workforce.html
http://www.comptia.org/sections/research/research%20docs/ITskillsStudySummary2-08.pdf
http://www.comptia.org/sections/research/research%20docs/ITskillsStudySummary2-08.pdf
http://www.comptia.org/sections/research/research%20docs/ITskillsStudySummary2-08.pdf
https://www.isc2.org/cgi-bin/index.cgi
http://www.pewinternet.org/PPF/r/230/report_display.asp
http://www.pewinternet.org/pdfs/PIP_Stranger_Contact_Data_Memo.pdf
http://www.pewinternet.org/pdfs/PIP_Stranger_Contact_Data_Memo.pdf
http://www.pewinternet.org/pdfs/PIP_Teens_Social_Media_Final.pdf
http://www.pewinternet.org/pdfs/PIP_Teens_Social_Media_Final.pdf
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Educator Professional Development

Previous seatinsof the Cyberethics, Cybeaxs safety and security content will noberefit
fety, and Cybersecurity Baseline Stusyn- students unless educators are prepareceto d
marized data findingsfrom the C3 Survey liver guidance and conterwith confidence
which indicate limitedawareness pgrams andin a sysématic and sequential fashion.
and poliges for studentas well agliscomfort Teachers must receive the training necessary
and a general lack of fluendgr educators to enable themotshare information with their
This section examingsow C3trainingis be- students The best designed training course
ing provided to educators through prssfienal cannot beeffective unless is delvered in the
devdopment opportunities and how that canmanner best suited to the audiehce
be improved, from the perspective of educ educatord andeducators have arpportunity
tors and technology coordimas. Cyberehics, to attend.

Highlights

1 90% of educators have received less than 6 hours of C3 professional developt
the past 12 months

1 24.4% of educators aneery dissatisfiedwith C3 professional development trainin
and only 5% areerysatisfied

1 Educators are vernpterested in all three C3 disciplines but coordinators do not s¢
need for Cybersecurity trainirigmany think the IT department is responsible for-
bersecurity

71 Digital media are the preferred means to receive informal training

0 69.2% of educatorsna 84.0% of technology coordinators prefer this naagm

Educator View directed? This suey examines such gsie

tions. Table 5l shares educator responses to
Educators are constaytbeing bombarded by questions regarding the total training time they
new requirements: new curriculum and newhave received on C3 issyés the form of in
assessment criteria. The LEA delivers irai service  education from  their  coun-
ing, but how much of this training is in the ty/district/school, continuing education or self
area of Cyberethics, Cybersafegnd/or G- directedlearning andfrom courses in which
bersecurity? How much C3 training is self they earnedollege cedit.
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Table 51 [Educator Survey] Time in C3 Training

About how much total time you have spent on in-service education provided by your coun-
ty/district/school in the last 12 months?

None < 6 Hours 6-15 Hours | 16-35 Hours >35 Hours
Cyberethics 43.7% 47.0% 6.1% 1.6% 1.6%
Cybersecurity 42.5% 48.5% 6.3% 1.5% 1.2%
Cybersafety 40.6% 48.4% 8.3% 1.5% 1.2%

What is the total time you have spent on training and/or continuing education done on your own in the
last 12 months? Include attendance at professional meetings, workshops, and conferences, but do not
include formal courses for which you received college credit.

Cyberethics 50.7% 32.1% 11.0% 3.5% 2.6%
Cybersecurity 49.5% 34.4% 10.8% 3.0% 2.3%
Cybersafety 48.2% 35.0% 11.4% 3.4% 2.0%

How much time from courses for which you

received college credit have

you spent on training and/or

continuing education in the last 12 months? Typically a 1 credit course offering equates to 15 hours.
Cyberethics 78.6% 10.9% 5.8% 2.2% 2.4%
Cybersecurity 80.4% 10.6% 4.8% 2.2% 2.1%
Cybersafety 80.4% 10.7% 5.1% 1.8% 2.0%

This dataarealso graphed in Figurg-1. The
data showvthat inservice training is used most
often as the means to receiwestruction on
C3 issuesfollowed by continuing education
(not for credit) Few educators take @8lated
courses for college crediBased ordata from
Section 4, which indicates 277%.5% of Our district staff has had little technology
teachers feel unprepared to share guidance training. Because we're small and rural,
with students ori€3 depading on the partic- we contra&t for IT service through the
lar topic, it is not surprising that over 40% of . We presently have two
educators acknowledged they received no teachers being trained as technology
training in C3 topics. Commentgportedby coaches, and have plans to address cyber
web-based survey respondemiovided add security with the middle schoolstents.

tional insight:

sites and computer courtesiyly school
district has donea good job of teaching
teachers to use computeds has done a
lousy job of teaching cyberethics, cylsers
fety, and cybesecurity to teachers.

Technology is growing faster than educ
tion or society can keep up with We are

in desperate need of additional staffppr
fessional development, and resources so
that we can provide students the necessary
skills to appropriately take advantage of
the technaigy.

Very little information of this type is ge
erally available to our school population,
either teachers or studentSome indid-
ual teachers instruct students on copyright
and citation ssues The IT department for
the district handles all other technicad-i
sues with our cmputers and online usage,
with little input from the staff. Follow-up interviews with LEA technology
coordinators andtate directors mirrored se-
Because of the age of my students and my/r a | educator so
subject area, proper use of computers does
not come up oftert have had occasion to
talk to my students about appropriate web

There is just no money available for hec
nology training anything.

6C
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We definitely undstand the importance, Some states have state, regibor local com-
and if we had the funding to support tiai ferences and webinarsyhich provideinfor-
ingdf orts weodd | ove tnation onvaenvglé range of tuhrent techmblo r t .
But we are strapgd. gies and insight into future directions of hec

nology. Somef theseconferences have topics
What 6 s p o s sacdislteinclude related to thics,| safety and security. But not

how they will address [C3 awarenessh  all educatorsat t en d . Al Ove never
their educational technology plans, butattend these [ethics, safety, security] sessions.

i mpl ementation i s- |lé&fvte apwaps thheoaxenhrot her
marily because of the funding issues. ers mentioned statgide initiatives, usually

through state attorney general offices, that
What wedve used i s provde Isterretsafety trgneng throgh ind-o n s
€lintemets af ety pr ovi de wvidualtclassrioomi \isigs, sclal tassemblies
these are somewhat limited. They sharea nd /loternet8af ety Nightso fo
many resources. GREAT! resources. Buand teachersOther statedeld state summits
itds the teacher s 6 witle gupso speakebsiahdi panel membier a ke t
time to go thr ough claind represemtativea frastaie attoréey n d
they just do not have time. general offices, police apartment staff and
member s fr ominteanetcChimesst at e 6
Against Children Task Force.

Figure 51 [Educator Survey] Time in C3 Training

Hours in C3 Training

90%

O In-service
80% Cyberethics

B In-service
70% Cybersecurity

O In-service
Cybersafety
50% O Continuing Ed

Cyberethics

40% W Continuing Ed

Cybersecurity

30% O Continuing Ed
Cybersafety

B College Credit
Cyberethics

O College Credit

0% M Cybersecurity

None <6 6-15 16-35 >35 B College Credit
Cybersafety

60%

Percent

20%

10%

Number of Hours

Table 5-1 and Figureb-1 reveal very limited dentswere askedo comment on their overall
training on Cyberethics, Cybersafetgnd/or satisfaction with the professionatalopment
Cybersecurity has baecompleted.Respm- they receivedThe surveyselections wee be-
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tween 1 and 5, where 1 indicategely dissas- interviews helped clarify the fdings. i We

fied, and 5 indicatedery satsfied. The mean had a haldayworkshop on safety by an bu

responsg are shown in Tabl&-2. Overal, si de group. I j ust t hink
educators wersomewhat dissatisfiedith the were given a lot of greaesources, but | need

training they received as indicated by thesomeone to walkk methwog h. 60 AlIx- am | u
means ranging from 2.45 to 2.50. In fact, onlyhausted after school. We need severa- se

5% of all respondents inchted they wergery si ons. .. and more time. 0
satisfiedwith the training, and onl$1.6% nh- issomuckyou <canot expect t h
dicated a sadfaction level of 4. Qualitative all of it in a halfday wor kshop.

Table5-2 [Educator Survey] Training Satisfaction

Taking everythingnto consideration, please select the response which best describe
overall satisfaction with (1, very dissatisfied very satisfied)

professional development by your school district/state regarding Cyber 2.45 +.055*
content

professional deslopment by your school district/state regarding Cyberse 2.50 £.057*
content

professional development by your school district/state regarding Cyberse 2.49 +.057*
content

*p< .05 Confidence Level

Although only limited professional devglo how to detect and deter cyberlyiiig. In fact,
ment is currently available, teachers were verynly 5.7% overall indicated they were not at
emphatic,both within their submitted e¢o- all interested (selection 1) in learning about
ments and in the focus groy@out them- these topicsClearly, teachers are not roe
portance of the topic, their desire to learrfortable with C3, btiwant to learn more about
more for themselves, and the need to shamhese issuesThe educators were asked to list
this informationwith their studentsThe su- the priority of the professional development
vey asked educators to list the degree to whicheeds, from 1 (Mest) to 3 (highest)Most
they would be interested in learning moreeducators chose yBersafety as their highest
about the C3 topics listed in Table35 Edu-  priority, with Cybersecurity secondnteres-
cators clearly have a strong desire to leartingly, 8.7% chose all three topics as highest
more about C3 issues. Within Cybersecuritypriority, and 4.3% chose both Cykafety and
they are partiglarly interested in identity theft Cybersecurity as highest priority.

(76.9% indcated 4 or 5pndbacking up files,

firewalls, virus protection, anspyware, and In addition to formal professional devglo
antispam software (70.2% indicated 4 or 5) ment, the survey questions asked educators by
In fact, over 61.8% were interested (4 or 5) inwhich informal means they preferred te-r
all topics In Cybersafety, 75.9% were imte ceive C3 nformation As shown in Figure £,
ested in learning more about social netewvor most educators (69.2%) prefer to receiye u
ing safety, and 73.1% were interested in detedated C3 facts from digital media such as
ring and detecting online predatofd/ithin  ezines, blogs, emails, and listservs. Second
this categry, over 67.1% were interested in preference(at 46.7% a difference of almost
all topics For Cyberethics, 75.8% wanted to23%), wasthroughlocal newspaper andew-
learn more about helping studenevaluate sletters delivered to their home. Television
online content, and 70.3% wanted to learradvertisements (40.0%) and radio (36)6%
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were also seen as viable means to receive ithod may be a viable means to deliver mnfo
formation, but local meetings and posters werenation This could be a tiered approachn-i
not desired by many educator€learly, like cluding a dstrict/school C3 website, quarterly
the rest of the country, adabrs are moving email newsletters, and an active listserg-an
online and use computéased esources to wering teacher questionghis type of -
keep up to date with inforaion. In addition proach can deliver continually dated na-
to handson and interactive trainingf, appears terial without consming dollars for printing.
that a more focused digital meehased re-

Table5-3 [Educator Survey] Training Needs

Using the rating scale, please indicate the degree to which you would be interested in tra
or materials to become mokaowledgeablabout: (1i not at all, 5i very interested)

Professional Development: Cyleénics

Promoting Academic Integrity (combating and detecting plagiarism, text| 3.65 +0.062*
saging answers, using cell phones to send answers or take pictures of teg

Deterring students from hacking 3.35 +0.064*

Rules of Copyright and Fair Use 3.61 #).059*

Deterring and detecting cyberbullying 3.95 +0.058*

Helping students evaluate online content 4.10 +0.053*
Professional Development: Cybersafety

Deterring and detecting online predators 4.05 +0.057*

Filtering inappropriate content and Reportifiggal content, inappropriat 3.85 +0.058*
websites and/or suspicious online behavior

Helping students and parents understand safe and best practices in $o( 4.12 +0.053*
working sites

Monitoring or awareness of sites for inappropriate contenanger signs (o] 3.89 +0.058*
suicide, huffing, etc.)

Professional Development: Cybersecurity

Identity theft 4.13 £0.054*
Strong passwords 3.79 +0.059*
Phishing and pharming scams 3.74 +0.059*

Backing up files, and installing firewalls , virus protecti antispyware, ang 3.93 +0.058*
antispam software

Reporting or next steps with suspected criminal activities omtaaet 3.79 +0.058*

*p<0.05
Table 55 explores three major categories ofLooking at the means, more people preferred
professional development training: -bne in-district workshops to ctine modules, a
modules, reginal anduniversity/local coné- though the difference wgaslight In fact, if
rences and workshops, anddistrict wok-  you look at raw numbers, more people listed
shops Regional, university, or conference online modules as their highest preference
workshops were given the least priorigdu-  (735) than indistrict workshops (722)Educa-
cators often find these difficult to attend duetors indicatedheywould prefer to received
to a lack of funds for substitutes, travel, andlitional training either as part of their current
conference feeg-urther study is needed to seeworkday, or ina flexible manner they can
if making these opportunities morecassible complete when they have time dahile
would increase their relative preference
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Figure5-2 [Educator Survey] Informal Means to Receive C3 Information

C3 knowledge continues to change every day. By which of the following informal means
prefer to receive updad information. (Multiple Settions Allowed)

Informal Means to Receive C3 Information

Other (please describe) 5.6P6

Posters |12.79

Civic and neighborhood :|7

. 8%
meetings

Digital media 69.2%

Local newspaper
and Newsletters

| 46.7%

Television Adverts 40.0%

Radio | 36/6%
[ [ [

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0% 80.0%

Table5-5 [Educator Survey] Means to Receive C3 Training

Please rank the forms of professional development below from 1 (lowest) to 3 (highest) i
of your preference.

On-Line Modules: This modeould provide odine access to instructional@r| 2.26+0.039*
grams that could be completed via computer any time

Regional, University or Conference Workshops: This mode would makie | 1.73+0.035*
shops available at various regional sites and conferences

In-District Workshops: This mode would make training available to your di§ 2.34+0.034*
where teams of teachers from a school would be encouraged to attend

*p<0.05
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Coordinator View context, coordinators were asked whether their

district/school/county had technology msta
The Cyberethics, Cybersafefty, and Cylers dards forteachers/educatorsvhich covered
curity (C3) Survey gathred data on profe techmology uses and profiaieies As Table 5
sional development from LEA technical ¢eo 6 shows, 61.1% reported that there were-sta
dinators in addition to educatorsedhnology dards, created either at thaedl or state level
coordinatorsvere askedimilar questions, but This left 38.9% of coordistors whose local
from the perspetive of the local education professional development organizations had
agencies I(EAs). What standards did they no technology standard® direct professional
have? How do C3opics trace to the sta development in any teoology-based areads
dards? What means of delivery does the LEArofessional development creation is fand
focus on? What incgives are available for mentally a result o€ontent being directed by
teachers to expand their knowledg&he n- standards, and then budgeted accordingly, the
tent wasto correlate the responses from thgesult of these omissions will result innmmal
educator surveywhich were predominantly training for those schools without sidards
teachery with the pespectives of technology Much asNCLB has resulted in a drive to teach
coordinators who may have a highevel to assessments, profession@valopment is
perspective of available trainingo provide oftendirected by stadards.

Table5-6 [Coordinator SurveyJeacher Technology Standards

Does your district/school/countyatie technology standards for teachers/educators (e.@;
dards regarding proficiencies, uses of technolodi294)

Yes, our county/district/school has technology standards for teachers/educat 40.0%

Yes, our county/district/school follows the staechnology standards for tha¢ 21.1%
ers/educators

No, our county/district/school doesot have technology standards for tea{ 38.9%
ers/educators

Tables 57 through 39 | i st c 0 r Dataniradicatertiatéachersare not beingn-
ponses regardingvhether C3 topics are n- formed about the different types of ethicsd i
cludedin technobgy standards for teachels  sues that have arisen as th&ernetand teb-

C3 topic areas, coordinators indicated a lackology have become ubigaus With more

of coverage of C3 themes in theirredards. and more of the data and systems beirg d
The percentagesvaried from copyright pendent on technology i@Btructure, the lack
(43.6%), down to Internet addiction (9.6%). of safety and security knowledge jecogiaes
Perhaps LEAs should examine wherensta personal informationfor both teachers and
dards need tbe refreshed (or mneerpreted) to students, and the LEA infrastructure as a
include more of thesenportant subject areas. whole.
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